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1. PURPOSE OF POLICY

The purpose of this Framework is to establish a minimum guideline for the
development and operation of internal auditing in the Public Service. This
Framework serves as a source of reference and it is the pre-eminent guidance
mechanism on internal auditing in the Public Service. It is intended to ensure that

Internal Audit Activities (IAA) comply with the requirements of:

(i} The constitution of the Republic of South Africa;

(i) The Public Finance Management Act, 1999 as amended (PFMA)

(iii) The Treasury Regulations (TR) issued in terms of the PFMA,;

(iv) The Municipality Finance Management Act (MFMA);

(v) The Institute of Internal Auditors’ (11A) International Standards for the
Professional Practice of Internal Auditing (ISPPIA);

(vi)The corporate government principles as envisaged in the King Report on
Corporate Governance in South Africa; and

(vii) The
COSO framework on internal controls, as well as the risk management

framework.

Against this background, the Framework aims to provide a standard set of
guidelines regarding internal auditing in Government. Research and findings of
assessments conducted in the past indicated various levels of internal auditing
practices within all facets of Government. The OAG believes that the Framework
will set the tone and create the necessary impetus for a sustainable and effective
internal auditing mechanism in government. This Framework is not meant be
prescriptive and should enhance the quality and standard of public sector
auditing.

2. OBJECTIVE OF POLICY

The office of the Accountant- General (OAG), a division within National Treasury
developed the internal Audit (1A) Framework during the 2003/04 financial year.
The Framework derives its mandate from the two legislations namely, the Public
Finance Management Act, (Act no. 29 of 1999), and the Municipality Finance
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Management Act, { Act No 56 of 2003} (MFMA). The OAG received requests
from internal auditors in the Public Service for the framework to be updated. The

update of the Framework is in view of the following:

(1) Input received from various users needed to be incorporated into the
Framework to increase its relevance and user friendiiness in general;
(1) The Framework needed to be updated to reflect developments in the
discipline of internal audit;
(MNThe Framework needed to be expanded to include practical implementation
guidelines that relate to the different spheres of government;
‘Ready to use’ standard documents and templates needed to be developed to
support the ease of implementation; and, Best practices identified by the OAG
needed to be incorporated into the Framework.
The reviewed Framework is intended to, amongst others be simple for users to
understand; be Public Service specific and meet the specific requirements of the

various spheres of government; and well-structured and easy to navigate.

3. SCOPE

The scope of internal audit activity embraces the wider concepts of corporate
governance and risk — recognising that control exists in an organisation to
manage risk and promote effective governance. The two types of internal audit
services contemplated by the definition have been defined by the lIA as follows:

(1) Assurance Services — an objective examination of evidence for the
purpose of providing an independent assessment of risk management,
control or governance processes for the organisation.

(i)  Consulting Services — advisory and related client activities, the nature and
scope of which are agreed upon with the client and which are intended to
add value and improve an organisation’s operations.

Throughout this document all references to “internal audit” will encompass both of
these services.

4. POLICY DEFINITION

“Accounting Officer-AQ” means the Municipal Manager, referred to in
section 60 of the Act
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“Act” means the Municipal Finance Management Act
56 of 2003 as amended

“Committee” means the Audit Committee and Performance
Audit Committee established in terms of Section
166 of the Act

“Chief Financial Officer’ means the employee designated in terms of
section 80(2)(a) of the Act

“Local Municipality” means a municipality that shares municipal
executive and legislative authority in its area with
a district municipality within whose area it falls,
and which is described in section 155(1)(b) of the
Constitution of the Republic of South Africa, 1996
as a category B municipality

“Employee” means a person in the employ of the Local
Municipality as defined by section 213 of the
Labour Reiations Act 66 of 1995

“External Auditors” means the Auditor-General as established in
terms of section 188 of the Constitution of the
Republic of South Africa, 1996

“Internal Audit Function means an outsourced or co-sourced service
provider or internal appointed audit staff

IIACH
Audit Committee

1A’ Internal Audit

5. LEGISLATIVE FRAMEWORK

A number of pieces of legislations have been, or are in the process of being,
enacted by the government. It is important that both the organisation/municipality
and the |AA have at |least a basic understanding of the requirements of these
legislations, provided in summary below. The same legislations mandate the

establishment of the internal audit into the organisation/municipalities
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(i) The constitution of the Republic of South Africa;

(i)  The Public Finance Management Act, 1999 as amended (PFMA)

(i)  The Treasury Regulations (TR) issued in terms of the PFMA,;

(iv)  The Municipality Finance Management Act (MFMA);

(v) The Institute of Internal Auditors’ (I1A) International Standards for the
Professional Practice of Internal Auditing (ISPPIA),

(vi)  The corporate government principles as envisaged in the King Report on
Corporate Governance in South Africa; and

(vii) The COSO framework on internal controls, as well as the risk

management framework.

6. POLICY OR PROCEDURE TARGET

6.1Internal Audit Framework has been developed to highlight the overall process
and functioning and the expected outcomes of Internal Auditing within the
organisation and how it will assist the organisation to achieve its objectives
through internal controls and risk management

6.2 The Policy is established to give guidance in the unit of the Internal Auditing
in the municipality

6.3 All municipalities are expected to adopt this framework and customise it as
per their capacity.

6.4 Treasury department are the custodian of this policy through the Accountant

General Office.

7. GENERAL POLICY PROVISIONS

7.1The purpose of this Internal Audit Framework is to communicate the progress
made and the results on its implementation to the Audit Committee, Council

and the management of the municipality.
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7.2 The Internal Audit Framework has been developed and reviewed for the sole
and exclusive use by the Mbhashe Local Municipality {(council and
management).

7.31t may not be made available to anyone other than authorised persons within
the Mbhashe Local Municipality or relied upon by any third party.

7.4t should not be used for any other purposes for which it was not specifically
scoped or designed, and as such, it should not be relied upon as evidence in
any disciplinary proceedings involving employees, whether conducted

internally or externally.

8. PROCEDURES FOR IMPLEMENTING POLICY

For the effective implementation of the Internal Audit Framework, all the necessary

steps were followed during implementation:

8.1 Consultation of all the relevant stakeholders

8.2 Obligation of the framework

8.3 Realistic of the framework

8.4 Publicise of the framework

8.5 Training of the relevant staff to the framework
8.6 Consistent implementation of the framework and

8.7 Periodically review of the framework

9. OTHER INTERNATIONAL GUIDANCE
9.1I1SPPIA and Code of Ethics

The lIA has developed ISPPIA which are prescribed for applications to all its
members and member organizations. These standards consist of three categories:
the Attribute, Performance and Implementation Standards. The Standards shouid be

applied in conjunction with the Code of Ethics.
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11.5.3 Organizing the 1AA

11.5.3.1 planning
(a) The CAE needs to direct, supervise and manage the activities of |1AA.
(b) These include amongst others planning, resource management,
implementation of operating policies and procedure, review of work,

coordination of assurance activities and quality assurance.

11.56.3.2 The Audit Plan and Process

(i) Audit planning should be based on an assessment of risk and exposure
that may affect the organization and should be done at least annually in
order to reflect the most current strategies and direction of the
organization.

(ii) The best way to add value to an organization is to make sure the risk
assessment and the plan developed from the assessment reflect the
overall objectives of the organization.

(iii) Arrisk based audit plan ensures that audit activities effectively focused on
those arrears where the risk of exposure is greatest.

(iv)  The CAE must ensure must ensure that a strategic plan and annual plan
are developed annually and approved by the AC and the AO.

11.5.3.3 Developing an Internal Audit Strategic Plan

Developing a strategic audit plan foliows a logical process as described below:

(a) Understanding (Step1)
A top-down view of the organization is taken to better understand the business and
operational risks and the controls for managing those risks. This view depicts the
environment within which each organization operates.

(b) Strategic overview (step 2)
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To identify the risk to which the organization is currently exposed and those to which
it is likely to be exposed in the future, an understanding of the strategic plan and
objectives for the organization must be obtained. The strategic plan overview covers
the following arrears:

(i) Mission

(i) Vision

(iii) Values, and
(iv) Objectives.

Using the above information, a strategic risk workshop / interviews should be
conducted where the risk that threaten the attainment of the organisation’s strategic
objectives are identified and analysed. The controls put in place to manage the risks
should be identified.

(c) Detailed analysis (step 3)

The understanding of the strategic intent and the functioning of the organization are
extended through a consideration of management's breakdown of the strategic
objectives and intent into organization objectives and or / process specific objectives.
A detailed risk analysis of the organization is conducted to identify those risks that
impact on the achievement of objectives.

The analysis:

(i) Assesses the impact of each risk on the objectives;
(if) It considers the relevant risk management activities applied to the risk;
(iii) The effectiveness of such activities; and

(iv)Looks at any action needed to improve the risk management activities.
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as assessed.

(d) Consolidateq risk reporting (step 4)

(i) The reporting of the results provides detailed reports of the processes
reviewed that allow for risk rating, control effectiveness evaluation,
detailed action plans and audit strategy determination.

(if) Summary reports can be extracted that set out the risk management
fesponse per business process model or contro| criteria (for example —
severity of risk of external factors, how weil these risks are Mmanaged using
what control criteria; for instance, commitment, measurement),

(i)  The data can be used to plan and direct a risk Management approach and
Provide the basis of rigk management activities.

(e) Risk Mmanagement activities (step 5)

(i) Management is responsible for ensuring effective risk management in the
organization,

(ii) The approach followed provides g mechanism of formalising the
responsibility and establishing accountability for management activities.

(iii) This is often achieved through the establishment of a “Rigk committee”
function.

(iv)  Their efforts should identify further actions that may be needed to reduce
risk to an unacceptable level, and should also identify where the control
effectiveness assessments were not Corrected, and update them
accordingly.

11.5.4 Annual audit plan
The annual I1A plan must be developed taking into account the results of the risk
assessment and the associated strategic audit plan so as to;

(i) Focus arrears of IA activities:
(i) Determine IA Scope in relation to the schedule assignment;
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(iii) Determine the resources to the planned audit assignments;

(iv) Establishing the timing of performance of the audit assignments; and

(v) Determine the reporting requirements and deadlines.

(vi) It must be in sufficient detail for the AO and management to understand the
assignment’s purpose and scope.

(vii) Management must be given the opportunity to formally review and
comment on the annual |A plan.

{viii) The annual |A plan should be reviewed to identify any amendment
needed to reflect changing priorities and emerging audit needs. The AO and
the AC should approve material changes to the audit plan.

11.5.5 Risk based planning

(i) The CAE should establish risk-based plans to determine the priorities of
the IAA, consistent with the organisation’s goals.

(i) This means that the I1AA’s plans as well as the IAA field work must focus
on the risks to which the organization is exposed.

(i)  Best practice internal auditing also dictates that a specific strategy is
developed, which best directs |IAA efforts to where the organization needs
it most, at any given time.

(iv)  This means that the correct balance of risk based versus cyclical based
audits needs to be found. This balance depends on the maturity of an
organisation’s systems and processes, the extent to which policies and
procedures {(and hence internal controls) are entrenched and complied
with, and the general strength of the wider control environment.

(v} Best practice is that the IAA spends most of its time on risk-based audits,
with the balance on cyclical based audits, follow-up audits and ad hoc

requests.

11.5.5.1 Risk based audits
(i) Given the results from the risk assessment performed which generally
indicate only a satisfactory-to-weak control environment, it may be
appropriate for the IAA to focus its attention on the high risk arrears but

concentrate on ensuring that the key controls are in place and adhered to.
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(ii) This can be adjusted depending on the results from first audits, given that

the audit plan is flexible, through management on AC approval.

11.5.5.2 Cyclical audits
(i) IAA may decide to focus its attention on certain medium to lower risk
arrears, for example to achieve general or specific improvements in the
control environment or culture.
(ii) These cyclical audits are normally conducted on a yearly basis with the
aim of monitoring and maintaining (through the reports issued and taken) a

sound internal control environment.

11.5.5.3 Ad hoc requests
(i) |AA might consider ad-hoc request from management, but such requests
should flow from the written authorized charter and with the approval of the
AC.
(ii} However before accepting these requests IAA should assess the request
against the identified / planned audits of the high-risk areas and priorities
the request based on how much value ca be added, comparatively, prior to

deciding whether or not to accept the request.
In developing the annual IA plan the following key issues must be borne in mind:

(i) Availability (capacity) and skills of IA staff;

(i} Changes in the risk environment of the organization — the risk environment
should be assessed on an annual basis;

(iii) Approval and acceptance of this plan by the AC;

(iv) The materiality of ad-hoc requests — could have a significant impact on the

normal audit planning and timing process.

11.5.6 Budget of IA
It is the responsibility of AO to ensure that the |AA is adequately resourced for
effective functioning of the unit. The CAE should control and have responsibility over
the IAA’s budget.
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The IAA’s budget should at least cover the following items:

(i) Infrastructure including accommodation, personnel related expenditure;
(i) Capital expenditure and software;

(iii) Training and development;

(iv)Membership fees; and

(v) Quality assurance programs

11.5.7 Staffing

() The CAE, in conjunction with the AQ, should develop an IAA structure
taking cognizance of the organization’s needs including risk and
complexity of the operations.

(ii) Provision should be made for levels of supervision and review of audit
work in line with due professional care as provided for the ISPPIA.

(iiiy  The CAE should develop a recruitment, placement, training and staff
retention programme to ensure that appropriate skills should be placed on
qualifications, skill and experience.

(v}  Toimprove effectiveness of the IAA, staff at all levels should have weli-
documented job descriptions, clear goal setting, performance evaluation

and training programmes.

11.5.8 Outsource or Co-Source of Staff

)] The IAA may be outsourced where the organization requires capacity to
develop its internal capacity and is deemed to be feasible and /or cost
effective.

(ii) Where the |AA is outsourced, oversight and responsibility for the IAA
cannot be outsourced.

(i) A senior official reporting to the head of the organization (preferable with
an audit background) should be assigned responsibility for management of
the outsourcing of the |AA.

Consideration for evaluating outsourcing alternatives:
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(i) Available resources: The organization may have sufficient resources
(financial, physical, human etc) to establish an in-house 1AA. Outsourcing is
normally considered when it is feasible for the organization; and

(il) Size of the organization: Both large and small organization may need to take
advantage of outsourcing alternatives. Common reasons include temporary
staff shortages, specialty skills, special audit project work and supplementary
staff to meet deadlines.

11.5.9 Quality Assurance

(i) The activities of the |IAA should be guided, monitored and supervised at
each level of operation to ensure that they are consistently performed in
accordance with the IAA’s standards.

(i)  The IAA should be subjected to a quality assurance review at least once

every five years, the results of which should be communicated to the AC.

11.5.10 Internal reviews

The CAE should ensure that internal audit reviews are performed. These shouid
ideally be conducted by senior officials who are experienced in the field. Internal

reviews should appraise among others;

() Compliance with the IAA charter,;

(i) Compliance with the IAA methodology;

(iii) Compliance with the lIA standards; and

(iv) Achievements and performance standards/indicators, etc.

11.5.10 External reviews

(i External reviews should be conducted by a qualified reviewer or review
team from outside the organization.

(i) The scope of the external audit assessments will, among others, cover
matters related to independence and objectives of the IAA expressed by
the senior management and AC, integration the |AA into the organisation’s
governance process, efficiency and effectiveness of approach, audit
strategy and plans.

(i)  On completion of the external assessment, the review team should issue a

formal report containing an opinion on the level of the IAA’s compliance
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with the ISPPIA. The CAE should prepare a written action plan in

response to comments and recommendations in the report

11.5.11 Self-assessment with independent validation

(i)

(ii)

(iii)

An alternative to conduct external assessment if for the I1AA to conduct a
self-assessment with an independent external validation.

This approach allows internal assessment to be performed and
documented.

The results of the self-assessment are presented to the independent
validator for evaluation.

12.NATURE OF WORK
IAA shouid evaluate and contribute to the improvement of risk management, control

and governance processes using a systematic and discipline approach.

12.1
(i)

(i)
(iii)

(iv)

(v)

(vi)

Risk Management
IAA is responsible for providing assurance to management and the AC on
the adequacy and effectiveness of the risk management process.
Risk management is a key responsibility of the AO and management.
Management should ensure that adequate risk management processes
are in place and functioning as intended.
IAA should assist management and the AC by examining, evaluating,
reporting and recommending improvements on the adequacy and
effectiveness of management’s risk processes. Developing assessment
and reports on the organisation’s risk management process should be
audit priority.
IAA must satisfy them that the organisation’s risk management processes
address five key objectives to formulate an opinion on the overall

adequacy of the risk management processes.

The five key objectives of risk management are:
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(a) Risk arising from business strategies and activities should be identified and
prioritized. These risks should focus on the efficient, economic and effective
use of resources, as well as any duplications of functions that might exist;

(b) Management should determine the level of risk acceptable to the
organization;

(c) Risk mitigation activities should be designed and implemented to reduce, or
manage risk at level acceptable by management;

(d) Management should receive periodic report of the results of risk management
processes; and

(e) Ongoing activities should be conducted to periodically reassess risk and the

effectiveness of controls to manage risk.

12.2 Control

()] Before controls can be evaluated, management should determine the level
of risk they are willing to accept in the area to be reviewed.

(1 Controls in place can then be assessed to determine how successful they

are expected to be in reducing risk to a desired level.

12.2.1 Types of Internal Controls

(a) Directive Controls
1. A directive control is intended to cause or encourage a desirable event to occur,
for example crientation all new employees on organizational policies, and

implementation of a delegation within the organization.

{b) Preventive Controls
1. A preventive control is designed to deter undesirable events from occurring.
2. Preventive controls include employment of trustworthy and competent people,
segregation of duties, and physical control over assets to prevent improper
conversion or use.

(c) Detective Controls
1. Detective controls are designed to detect undesirable events that have

occurred.
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2. Detective controls include reviews and comparison, such as records of
performance and independence checks on performance.

3. They also include such control devices as bank reconciliations, cash counts,
physical counts of inventories and analysis of variances, and computerized

techniques such as transaction limits and passwords.

(d) Corrective Controls
1. Corrective controls rectify an error or irregularity which has been detected.
2. An example is causing an employee to pay back funds that were fraudulently

acquired from the organization.

8.3 Evaluation of controls

8.3.1 Based on the results of the risk assessment the |IAA must evaluate the
adequacy and effectiveness of controls encompassing the organisation’s

governance, operations, and information systems. This should include:

(i} Reliability and integrity of financial and operational information;
(i) Effectiveness and efficiency of operations;
{iii) Safeguarding of assets; and

(iv)Compliance with laws, regulations, and contracts.

8.3.2 |AA should perform sufficient audit wok and gather information to form an
opinion on the adequacy and effectiveness of the internal control process. The CAE

must communicate the overall opinion on a timely basis.
The following aspects should be considered when assessing controls for adequacy:

(a) The control environment and management attitude towards controls;
(b) Standard control practices (generally accepted management practices); and

(c) Compliance with other generally used control frameworks.

After satisfying oneself that the controls are adequate, the internal auditor should

assess the controls for effectiveness.
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To ensure that the correct conclusion are reached and supported by acceptable
evidence the auditors are required to analyse and evaluate the findings of the

execution of the audit in order to determine whether the controls are effective or not.

The auditor may reach one of the following conclusions when evaluating the controls

for effectiveness:

12.3 Effective

The existing controls are effective, i.e. they provide reasonable assurance that the

activity will achieve its performance.

13.INEFFECTIVE

The existing controls are ineffective, i.e. they do not provide reasonable assurance

that the activity will achieve its performance objectives.

14. GOVERNANCE

The IAA must assess and make appropriate recommendations for improving the

governance process in its accomplishment of the following objectives:

() Promoting appropriate ethics and values within the organization;

(ii) Ensuring effective organizational performance management and
accountability;

(i) Communicating risk and contro! information to appropriate areas of the
organization; and

(iv)  Coordinating the activities of and communicating information among the

board, external and internal auditors, and management.

In promoting the ethics and values within an organization IAA should evaluate

whether:
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(a) The organization has a formal code of conduct and other policies
communicating appropriate ethical and moral behavioral standards and
addressing acceptable operational practices and conflict of interest;

(b} An ethical tone has been developed at the top and communicated throughout
the organization;

(c) High ethical standards are in place when dealing with the public, EA,
employees, suppliers, auditors, and others;

(d) Management cocoperates with auditors and other evaluators, discloses known
problems to them, and values their policies and procedures or violations of the
code of conduct; and

(e) The types of disciplinary actions that are taken are widely communicated
throughout the organization so that others known that if they behave

improperly, they will face similar consequences.

In ensuring efficient organizational performance and management accountability IAA

should evaluate whether:

e Management has established overall organization-wide objectives in the form
of mission, goals, and objectives in strategic and annual performance plans;

¢ The organization-wide objectives relate to and stem from program
requirements established by legislation;

+ The organization-wide objectives are specific, measurable achievable,
realistic and timeous enough to clearly apply to the organization;

s Strategic plans support the organization-wide objectives; and

* The organization-wide objectives are effectively communicated to all

employees.
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15.REVIEWAL AND APPROVAL OF THE IA FRAMEWORK

The AC Committee shall annually, review the IA Framework, and determine its
adequacy and effectiveness for current circumstances and recommend to Council for
approval of any amendments that may be required

Compiled by: Date
Internal Audit Manager
(Mr A. Mtyhida)

Recommended by: Date
Municipal Manager
(Mr M.Nako)

Approved by: Date

Chairperson- on behalf of Audit Committee

TTIMIrSTivtxunyehwa)
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