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1. INTRODUCTION

The dependency on information technology (IT) has increased progressively for organizations as a
strategically important competitive advantage. According to the King Il Report, Information systems was
used as an enabler to business, but have now become pervasive in the sense that they are built into the

strategy of the business.

Patch management has become a critical security issue due in large part to the exploitation of information
technology systems from numerous external and internal sources. Consequently, all the municipality's
applications must be securely hardened and configured with all necessary and appropriate patches and
system updates to prevent the exploitation or disruption of mission-critical services.

1.1 PURPOSE

The purpose of this document, IT Applications Patch Management Policy and Procedures, is to establish a
patch management policy to define the necessary procedures and responsibilities.

1.2 SCOPE

The scope of this policy and procedures covers the application of security patches for IT Applications within
Mbhashe Municipality.

1.3 GLOSSARY

Patch Is a piece of software designed to fix problems with, or update a computer program or its
supporting data. This includes fixing security vulnerabilities and other bugs, and improving
the usability or performance.

Patch Management | [s the process of using a strategy and plan of what patches should be applied to which
systems at a spegcified time.

Application/System | A system that provides a specific set of functions and/or services to end users in support of
business objectives. The term is commonly associated with a specific software application
such as a (venus) financial system.

Information System | Same as application above.

Mbhashe Local Municipality i pages 3 of 10 . . Draft



AppHCAalIoONS FalChl Mg layoinwie ¢ vikey

2. POLICY
2.1 STATEMENT OF POLICY

2.1.1. The ICT Manager has a responsibility to ensure that the municipality's applications are safe, secure,

and are operational at all times.

2.1.2. The application of patches and updates to these IT Applications plays a big role in ensuring that the

availability, security and proper functioning of such IT Applications are maintained properly.

2.1.3. The System Administrator / ICT Administrator has the responsibility to coordinate or carry out all the

activities related the application of patches to the municipality's IT Applications.
2.1.4. The following are the patch management tasks that the Applications Administrator must perform:

2.1.4.1. Assessment - determine what your current patching level is, identifying which patches are

installed and which are missing.

2.1.4.2. Monitoring - watch out for alerts and new patch releases by the applications' vendors and

trusted third parties.

2.1.4.3. Review and Evaluation - determine whether or not a particular patch applies to any of the

municipality's applications, review its associated documentation, and determine its level of
priority or criticality.

2.1.4.4. Risk Assessment and Testing - assess the effect of the patch by applying it on the test copy

of the IT Application concerned prior to deploying to its production environment.

2.1.4.5. Authorisation and Scheduling - regardless of criticality, each patch release requires the
creation and approval of a request for technical change prior to releasing the patch. The

Director: Corporate Services is the official responsible for approving the schedule of patches

prior to their implementation.

2.1.4.6. Deployment - when a patch has been successfully certified as ready for deployment and the
necessary approval obtained, the System Administrator / {T Administrator should deploy the

patch as per the procedures outlined in the Procedures section of this document.

2.1.4.7. Post-deployment Review - this review should be conducted afterwards to identify issues
such as installation problems, process weaknesses and lessons learned. The aim to

constantly improve our patch management processes.
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3. AUTHORISATION, APPROVAL, REVIEW AND AMENDMENT SHEET
3.1 APPROVAL AND AMENDMENTS SHEET

This policy has been submitted to the ICT Steering Committee and signed off by the chairperson.

This policy is authorised by:

Signed

Date

: . : :
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3.2 REVIEW

In order to ensure that Applications Patch Management Policy is up-to-date with industry standards and
trends, and that it remains relevant, a review of this policy will occur at least once in twelve months.

3.3 RECORDS OF AMENDMENTS

: . : :
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PROCEDURE MANUAL
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4. PATCH MANAGEMENT PROCEDURES

The following are the patch management procedures that must be followed in patching the municipality's IT
Applications:

4.1 ASSESSMENT

= |If not already done, create a list of all IT Applications that are under the purview of the IT
Section.

s |dentify all the IT Applications that are critical to the business and sustainability of the
municipality. These should always take priority in the municipality's patch management
program.

= Determine what the current patching level is of each of the IT Applications in the list,
identifying which patches are installed and which are missing.

= Systems that cannot be patched or raised to the same level as the rest of the municipality's
applications should be identified, documented and be brought to the attention of senior

management.

4.2 MONITORING

= Monitor the affected Applications' vendor websites and notifications on security vulnerabilities,
known bugs and available patches to fix such.

= Research specific and trusted public websites and user groups for the release of new patches.

= Subscribe to vendor mailing lists in order to get alerts and patch release notifications on time.

4.3 REVIEW AND EVALUATION

= Once alerted to a new patch release, download and review the new patch within one day of
receiving the notification.

= Review all of its associated documentation, including information such as prerequisites, known
issues, functionality changes, alternative workarounds, and removal instructions.

= Assign a criticality (or priority) to each patch, so you can determine how quickly a patch must
be deployed or what particular application would need a faster deployment.
= Categorise the criticality of the patch according to the following:
o Emergency - an imminent threat to the municipality's IT Applications
o  Critical - targets a security vulnerability
o Important - a standard patch release update containing updated functionality that is
useful to the municipality.
o Low - a standard patch release update that is released to deal with a very low security
threat and/or may contain updated functionality that is not necessary for the municipality.
o  Not applicable to the municipality's IT Applications '
»  The following are some of the questions necessary to determine the priority of a patch:
o Are critical business applications impacted?
o Are there mitigations in place that reduce the threat?
o ls the vulnerability that the patch addresses being exploited out there?
o Would a large number of applications/users be affected in case of an attack that exploits
. that vulnerability? :
o What information would be at risk if the application was left unpatched?
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Below is a table that represents the different priority levels/criticality and the recommended

deployment timeframes:

Priority

Recommended Deployment
Time Frame

Maximum Deployment Time
Frame

1 - Emergency

Within 6 to 12 hours

Within 12 to 24 hours

2 - Critical Within 1 to 2 days Within 1 week
3 - Important Within 2 weeks Within 1 month
4 -Low Within 3 months Within 6 month

5 - Not Applicable

Not necessary

Not necessary

= The baseline for the timeframes stipulated above is the time the patch is successfully

downloaded.
4.4 RISK ASSESSMENT AND TESTING
= Determine the impact of deploying the patch within the stated timeframe has on the business
of the municipality and whether there is a workaround that might be preferable in the short
term. The patch must still be scheduled for deployment at a later stage.
= Assess the effect of the patch by applying it on the test copy of the IT Application concerned
prior to deploying to its production environment.
= Expedite the testing process for patches categorised as Emergency and Critical.
= Roll-back procedures should also be tested should roll-back be necessary.
= The results should be reviewed by at least two individuals, as it mitigates the risk that critical
information might be missed.
4.5 AUTHORISATION AND SCHEDULING
= Regardless of criticality and upon passing the risk assessment and testing, each patch release
requires the creation and approval of a request for technical change.
»  The request and the schedule for the deployment of the patch should be submitted to the ICT
Manager for the review and acceptance, after which it should be submitted to the Director:
Corporate Services for final approval.
= The ICT Manager will decide whether or not it is necessary to notify the users of the affected
application of the scheduled patching of the application.
4.6 DEPLOYMENT
= \When a patch has been successfully certified as ready for deployment and the necessary
approval obtained, the patch should be deployed within the timeframes set out in the table
above in point 4.3, taking into account the results of risk assessment and testing.
= In all instances, testing, either pre- or post-implementation, must be performed and
documented for auditing and tracking purposes.
4.7 AUDITING, ASSESSMENT AND VERIFICATION

» A post-implementation review should be conducted to identify issues such as installation
problems, process weaknesses and lessons learned.

= The results of the post-implementation of the patch should be documented for audit and
tracking purposes.
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5. AUTHORISATION, APPROVAL, REVIEW AND AMENDMENT SHEET

5.1 APPROVAL AND AMENDMENTS SHEET
This procedure manual is authorised as per the resolution of ICT Steering Committee

5.2 REVIEW

In order to ensure that Applications are adequately protected and that this procedure manual remains

relevant, a review of this document will occur when the need arises.

5.3 RECORDS OF AMENDMENTS

Description of Amendment = - , e
Original e lo.. 201
|

pd MAYQ’R S ACTING MUNICIPAL MANAGER
CLLR JANDA S N MR NAKO M
M08/ o0/7 AN -
DATE DATE

. . . Draft
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