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1. POLICY BACKGROUND
Telephone Management System to establish and set guidelines for the appropriate use of
Mubnicipality Telephones, aiming to optimize communication with stakeholders.

2. POLICY PURPOSE
To ensure the effective and efficient use of municipal telephones and minimise abuse of
telephones by employees.

3. DEFINITIONS
PIN: Personal Identification Number

Code: unique number of identity

ICT: Information Communication Technology

4. APPLICATION AND SCOPE

Mbhashe Local Municipality seeks to adhere to the basic values and principles governing
public administration as stipulated in section 195(b) of the Constitution of the Republic of South
Africa Act 108 of 1996.

Monthly telephone expenditure reports have revealed that landline calls are the major expense
of Mbhashe Local Municipality. This is mainly due to higher number of calls made, be they
“private” or “official’. This is notwithstanding the fact that Council is re-establishing itself and
as such populating its organogram with new appointments. Council will always strive to keep
telephone expenditure within limits, as well as to reduce low productivity resulting from
excessive use of telephones,

The accounting officer of the municipality is ordered by section 62 of the MFMA to ensure cost
efficient use of municipal resources and financial administration of the municipality.

. LEGISLATIVE FRAMEWORK
o Constitution Act 108 of 1996

¢ Municipal Finance Management Act 56 of 2003

* Municipai Structures Act, Act No. 117 of 1998.

¢ Municipal Systems Act 32 of 2000, Chapter 4

¢ Promotion of Access to Information Act 2 of 2000

TELEPHONE MANAGEMENT POLICY FOR 2026/2027 FY



» Minimum Information Security Standards, as approved by Cabinet in 1996.
s National Archives and Record Service of South Africa Act, Act No. 43 of 19986.
¢ Protection of Personal information Act, Act No. 4 of 2013.

6. POLICY PROCEDURE

APPLICATION OF THIS POLICY

This policy shall apply to employees of the municipality.

Amount allocation

e Employees without cell phones are allocated with - R 500.00 monthly
s Employees which are granted cell phones by the municipality, are given
landline telephone allocation of R 100.00 monthly
¢ Once the allocated amount is depleted, the municipality is not entitled to top up
budget allocation and therefore each user needs to use the amount Allocated
to them effectively.
For other office-based employees:

Internal memorandum must be motivated by the requester / supervisor, recommended by the
Senior Manager of the department, and approved by Senior Manager Corporate Services.

Implementation is processed by ICT Section.

7. GENERAL POLICY PROVISIONS

7.1 ROLE PLAYERS AND RESPONSIBILITIES
a) Municipal Manager

The Municipal Manager shall monitor implementation of this policy through Senior
Manager Corporate Services.

b) Senior Manager Corporate Services

The Senior Manager Corporate Services shall make all employees aware of this
policy and ensure adherence thereof.

The Senior Manager Corporate Services will analyse monthly statements and
include findings in all reports. The reports will be issued to respective departmental
heads, which will be expected to account for any over expenditure or misuse.

¢) Municipal employees

All municipal employees are expected to adhere to the provisions of this policy.
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8. TELEPHONE USAGE CONTROL MEASURES

Employees shall be allocated with a secret telephone access PIN code.

The employee in whose name the PIN code is issued is responsible and liable for the
protection and usage of the PIN code.

The owner of the PIN code is still liable for any cost arising out of calls by someone who
fraudulently obtained it.

In an event of an employee terminates his or her services with the municipality, his/her pin
code will be deleted.

The telephone system currently used will be monitored constantly for it to control over
expenditure on telephone usage.

In the event of user needs to change PIN code, the user must follow formal process as
stipulated.

9. PROCEDURES FOR IMPLEMENTING POLICY

9.1 Direct and switchboards lines

The municipality must have a hosted telephone management system for the monitering of all
outgoing telephone calls.

The municipality shall centralize its telephone operating system through which all outgoing
and incoming calls shall be routed and recorded.

Every employee is required to account for any telephone call made from his or her PIN code,
whether official or private.

No employee shall make a call on behalf of or allow any unauthorised person to make a private
call.

9.2 Call restrictions

Employees shall only be entitled to make international calls with the specific approval of the
Municipal Manager.

The Municipality recognises that there may be occasions, normally due to special
circumstances or an emergency where it is necessary for employees to make private calls,
however all calls must be recorded.

All calls made are restricted to certain amount per month and for additional funds on the users
PIN, a deviation in writing must be approved by Senior Manager for top up.

9.3 Availability of this policy

Every Official upon being appointed in the service of the Council shall be supplied with a copy
of this Policy and shall acknowledge receipt thereof by signing an acceptance form. The said
duplicate copy shall be filed on the personal file of the Official.

9.4 Consequences for non-compliance
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In the case of employees, failure to comply with the policy will be viewed as a serious
transgression and appropriate disciplinary action will be taken.

9.5 Approval of the policy

The Municipal Council must approve this policy and any amendment thereof.

10. IMPLEMENTATION

This policy will be implemented on 01! July 2026.

11. REVIEWAL

This policy shall be reviewed annually.
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1. POLICY BACKGROUND
To prevent unauthorized access, data breaches, and fraudulent activities by ensuring only
authorized users have access to specific information,

2. POLICY PURPOSE

To provide a governance framework for creation, modification, review, and removal of user
access rights, ensuring that access privileges are accurately aligned with employment status
and job functions.

3. DEFINITIONS

IT - Information Technology

ICT - Information Communication Technology

Access — being able to connect on Mbhashe LM ICT infrastructure
HOD - Head of the Department (Senior Management)

User ID - username of the user to access municipal ICT infrastructure

4. APPLICATION AND SCOPE

This policy applies to new employees, exiting employees and change in access
requirements in terms of changes in employee’s positions or responsibilities in line
with systems used.

5. LEGISLATIVE FRAMEWORK

¢ Constitution Act 108 of 1996

* Municipal Finance Management Act 56 of 2003

* Municipal Structures Act, Act No. 117 of 1998.

e Municipal Systems Act 32 of 2000, Chapter 4

¢ Promotion of Access to Information Act 2 of 2000

¢ Minimum Information Security Standards, as approved by Cabinet in 1996.

+ National Archives and Record Service of South Africa Act, Act No. 43 of 1996.
» Protection of Personal Information Act, Act No. 4 of 2013.
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These best practices, standards and legislation form the basis of the structures needed to
implement the Corporate Governance of ICT.

6. PROCEDURES FOR IMPLEMENTING POLICY

User access management

6.1 New Users
Access to the municipality's information services is controlled through a formal user
registration initiated by a formal notification from HOD of the new user.

Each user is allocated a unigque User ID (username) for identification and accessing
network resources.

Each user will sign access form to provide written proof of their access rights,
confirmed by affected HOD.

The user signs the form indicating that they understand the conditions of access.
Access to all municipality systems is provided by ICT Section and can only be started
after proper procedures are completed.

New user will be set up upon receipt of the written notification but not made available,
until the individual's commencing date. ICT Section will maintain a record of all

requests in a folder named “New Users” in the ICT Section.

Each system will have unique access form especially financial, Human Resource and
Payroll system

New user will be group as per municipal adopted organogram and specific groups as
per nature of work on the municipal active directory.

6.2 Change of User Requirements
Changed requirements will normally relate to amendments to users’ access rights

to applications as well as network access, internet access and other municipal
systems.
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A request for additional access rights or removal thereof, must be made in writing

by the employee’s Supervisor/Manager, recommended by HOD'’s and approved

by Senior Manager Corporate Services and must be directed to the ICT Manager
The request must be in internal memo format and state:

= Name of person making request
= Job title of the employee
= Application or network access to be provided or removed.

« Effective date of access rights provided or removed

Changes will be made on receipt of a properly completed request with new access
form, and the completed requests will be filed under “access change requests” in
the ICT Section.

6.2.1 Termination of Users

As soon as an individual's contract with the municipality is terminated through
either end of contract or resignation, all his/her access rights to the system must
be revoked within 24 hours. As part of the employee termination process Manager
Human Resources or Manager responsible for a Service Provider will inform the
Systems Administrator in writing of all exiting employees and their date of exit.

All notifications will be kept in a file called “Terminated Users” in the ICT Section.
Additionally, Systems Administrator will positively confirm exiting employees with
Manager Human Resources, each month. Unless otherwise advised, the Systems
Administrator will disable network access for all exiting employees at 16:30 on
their exit date.

(Old user ID’s are terminated and not re-issued). This will include access to all
network services. The Systems Administrator will inform Third Party application
owners of exiting employees to ensure that the respective systems are updated
accordingly.

All exiting employees are expected to hand over current files within their

workgroup. User's information will be left in its existing home directory; however,
ICT Section can move the employee’s files to specific areas if requested.
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It is the responsibility of the ICT Section to make sure that all of the hardware and
software is returned by the Employee and recorded in the Employee exit Form.

6.2.2 Systems Administrator to do the following upon receival of exit
correspondence from HR:
* Disable the Domain Account
* Disable all user system access rights in all systems.
* Arrange Forwarding of Emails on request in writing.

* Remove/disable System Access, Remote Access.

6.2.3 Line Manager/ Supervisor responsibility

Line Manager / Supervisor should ensure that activities, user rights and access
logs of their subordinates are reviewed monthly.

6.2.4 Service Provider Access

Service provider will be only granted access to ICT infrastructure and systems during term of
Service level Agreement (SLA) Support.

During support remote access form shall be completed by service provider before granted
access to any system. There will be an official designated to review the service provider
activities on the system after each session and ensure logs are signed as evidence of review
to adequately maintain record keeping.

The Manager ICT shall assist in pulling out the logs and review for exceptions in the logs.

7. PRIVILEGE MANAGEMENT

Administrative privileges are the highest level of permission that is granted to a
computer user. In business and networked systems, this level of permission
normally allows the user to install software and change configuration settings.
Only the ICT Managers or System Administrator or System owner or System
Programmer and ICT technicians are granted administrative privileges. The
unnecessary allocation and use of special privileges is often foundto be a
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major contributing factor to the vulnerability of systems that have been
breached.

Privileged access must be authorised By the Senior Manager Corporate
Services, using the request form. All completed forms, both current and
expired, will be held by the Systems administrator who is authorised by the
completed form to set up the access specified.

All requests for access outside normal services must be supported by a
completed and authorised Privilege Access form. The ICT Manager will
maintain a master list of privileged accesses, which are in use, and this will be
checked and confirmed by the Systems Administrator on a three months’
basis. The list will identify all separate logons for each system and service.

User Password Management

Temporary access may be granted on a need to use basis. Such logons may
be granted by the Systems Administrator and must be recorded on the normal
form. Temporary logons must be identified by a specific login (starting
temp........ ) and must be disabled immediately after use.

7.1.1 Change of User Password

Where a user has forgotten his/her password, the ICT Section is authorised to
issue a reset. The following steps must be followed:

= The User must fill password reset form.

= Confirm the identity of the user by question about existing
services/access or by reference to a work colleague.

= Ensure the request is logged.

* |ssue atemporary, single use, password which will enforce the user
to change the password at first logon.

= Users are encouraged to frequently change their password every
thirty days of expiry date.
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Procedure to follow when it's not the account owner requesting password
reset:
«  Written formal request must be submitted signed by the HOD
= Account owner should indicate that she aware of the request and the request

is made on his behalf due to his absence.

* All requests be implemented and documented by System Administrator after
ICT Managers approval.

= Temporal password will be generated non-owner of the account, and the

owner of the account will be instructed for password change immediately.

7.1.2 Password Lockout

When an employee inputs an incorrect password for more than 3 times, the
employees’ access into his/her account will be locked.

The Reset lLockout needs to be reported to ICT Section, and the System
Administrator will give the user a reset form to fill before unlocking the
password.

8. REVIEW OF USER ACCESS RIGHTS

The Systems Administrator will institute a review of all network access rights,
internet access, and all municipal systems that are in use at least once every
quarter, which is designed to positively confirm all users. Any lapsed or
unwanted logons, which are identified, will be disabled immediately and will be
deleted.

This includes the Municipal Financial System.

The review will be conducted as follows.
* The Systems Administrator will generate a list of users.

* The appropriate list will be sent to each Application owner (Departments)
who will be asked to confirm that all users identified are authorised to use
the system.

¢ Any user not confirmed will have his/her access to the system removed.
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+ The Systems Administrator will maintain a record of the lists sent over to
Department Heads and Department Heads responses.

¢ A departmental heard response will be implemented accordingly.

* The review will be conducted quarterly by System Administrator.

* Error logs must be reviewed regularly and follow up on access violations
must be conducted immediately.

¢ The ICT Manager will then review the whole process accordingly and sign-
off.

+ Independent reviews of the activities of the person responsible for granting
user access privileges.

* Assist in pulling out the logs and review for exceptions in the log.

s Develop and implement a register or create a file of all access violations
and record times of violation with critical data violated.

+ Periodic reviews should be conducted in accordance with the hierarchy and
structure of 1T function, considering independence from the activity and
segregation of duties.

The above processes will be followed for user access rights to all municipal
systems including financial system of the municipality.

9. AUDIT LOGS

Audit log or trail reports shall be routinely generated and reviewed by the
systems administrator for user accounts and evidence of the review shall be

retained for future reference.

Additionally, management should ensure that the job description of the it
systems administrator is reviewed and updated in order to align with current
duties,

The following audit policy settings should be enabled on the systems:

* Audit object access
* Audit privilege use

* Audit process tracking
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The active directory audit plus should be installed on the active directory and
once functioning it will be reviewed by the systems administrator and ICT
Section monthly or quarterly.
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MBHASHE LOCAL MUNICIPALITY

ICT ACCESS ACCOUNT FORM
helpdesk@mbhashemun.gov.za

(For the use of creation of new Access Accounts and update of user access)

Tittle

Initials

First Name

Surname

Designation

Tel

Department

Section

Employment

Validity

TYPE OF ACCESS:

: Dr, Mr, Mrs, Miss

: Permanent / Contract

Tel
Access

Network
&

Internet

Email

Printing
Code

Remote

Access

System
Admin

HR

Systems

Mscoa
Fin
Sys

VPN
Access

Signature

Date:

{Applicant)
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For Information & Communication Technology Unit use only

Account Created By: Signature:

Date

Account User ID: Domain:

Email Address:

Reviewed By:

Head ICT: Signature: Date:
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Mbhashe

# Local Municipality
& (Dutywa, Willowvale & Elliotdade)

Tel: 047 489 5800, Fax: 047 489 1137, Email: info@mbhashemun.gov.za
helpdesk@mbhashemun.gov.za

ICT PASSWORD RESET / UNLOCK FORM

(For the use of Password Reset or Unlock Form)

Tittle

Initials

First Name

Surname

Designation

Tel

Department

Section

Employment

: Dr, Mr, Mrs, Miss

: Permanent / Contract

Reset Password (Please Indicate below)
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Tel Network | Printing | Remote | System | HR Mscoa | VPN
Access | & Email | Code Access | Admin | Systems | Fin Access
Internet Sys
Signature Date:
(Applicant)
For Information & Communication Technology Unit use only
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Account User ID:

Email Address:

Password Reset By:

ICT: Signature:
Date:

Name & Surname
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\." & Local Municipality
b (Dutywa, Willowvale & Elliotdade)

MBHASHE LOCAL MUNICIPALITY

ICT ACCESS RESIGNATION or TERMINATION FORM
helpdesk@mbhashemun.gov.za

(For the use of Resignation or Termination on ICT Access Systems)
Tittle : Dr, Mr, Mrs, Miss

Initial & Surname

Designation

Tel

Department

Section

Employment : Permanent / Contract

ICT SYSTEM TERMINATION ACCESS:

Tel Network Printing | Remote | System | HR 'Mscoa | VPN

Access | & | Email | Code Access | Admin | Systems | Fin Access
Internet Sys

User Name: Signature: DATE:

Supervisor/HOD: Signature: DATE:

For Information & Communication Technology Unit use only

Received By: Signature: Date
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Account User ID: Domain:

Disabled By: Date
Reviewed ICT System Administrator: Signature:
Date:

10. IMPLEMENTATION
This policy will be implemented on 015! July 2026.

11. REVIEWAL

This policy shall be reviewed annually.
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