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ABREVIATIONS

Abbreviation Description Abbreviation Description
Municipal Finance EXCO Executive
MFMA .
Management Act Committee
International LGRMF Local
Organizational Standards Government Risk
SO 31000
on the implementation of Management
risk management Framework
The King Code of RBC Risk Bearing
KING IV Corporate Governance of Capacity
South Africa
Auditor General South RA Risk Appetite
AGSA
Africa
CAE Chief Audit Executive RT Risk Tolerance
KRi Key Risk
CRO Chief Risk Officer _
Indicators
) , KCI Key Control
AC Audit Committee
Indicators
_ RAF Risk Appetite
EA Executive Authority
Framework
o MLM Mbhashe Local
MM Municipal Manager L
Municipality
RO Risk Officer Risk
RIMCO Management
Committee
Risk
1A Internal Audit RMU Management
unit
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DEFINITIONS OF TERMS

Council The governing body and custodians of governance.

Accounting Municipal Manager or an official duly delegated to act as the Municipal

Officer Manager who is responsible for the overall administration of the
municipality.

Chief Audit Chief audit executive describes the role of a person in a senior position

Executive responsible for effectively managing the internal audit activity in
accordance with the internal audit charter and the mandatory elements
of the International Professional Practices Framework.

Chief Risk A person in a senior position responsible for effectively managing the

Officer risk management activity in accordance with the risk management
policy and the charter and the job description of the incumbent.

Controls A control is any measure or action taken by management and the

Accounting Officer to manage risk and increase the likelihood that
established objectives and goals will be achieved. Controls include any
policy, procedure, practice, process, technology, technique, method, or
device that modifies or manages risk. Risk treatments become controls,
or modify existing controls, once they have been implemented. The
ultimate purpose of controls is to minimize the potential impact of

identified emerging risks.

Action Owners

The officials assigned specific responsibility for implementation of risk

responses / further actions in the Risk Management Strategy

Control

Environment

The controt environment provides the discipline and structure for the
achievement of the primary objectives of the system of internal control.
The control environment includes the following elements: Integrity and
ethical values, Management's philosophy and operating style,
Organizational structure, Assignment of authority and responsibility,

Human resource policies and practices and Competence of personnel.

Control The policies, procedures, and activities that are part of a control

Processes framework, designed to ensure that risks ore contained within the risk
tolerances established by the risk management process.

Effectiveness/ An assessment of whether the system of internal control is functioning

Effective as intended. Effective control is present when management directs

Control systems in such a manner as to provide reasonable assurance that the
Municipality's objectives and goals will be achieved.

Efficiency Means that objectives and goals ore accomplished in an accurate and

timely fashion with optimal use of resources.
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Exposure The susceptibility / vulnerability of the Municipality or component of a
Municipality to a risk.

ERM Enterprise risk management is a process, adopted by the Accounting
Officer, management and other personnel. applied in strategy setting
and across the enterprise, designed to identify potential events that
may affect the municipality, and manage risk to be within its risk
appetite, to provide reasonable assurance regarding the achievement
of the municipal objectives.

Likelihood A probability of adverse event causing a risk to materialize.

Operational Risks that relate to the operational processes of the municipality.

Risks

Rating Scales

The scales adopted by the Mbhashe Municipality in measuring the
likelihood and impact of risk exposures and the effectiveness of existing

controls,

Key Risk

Indicator

A measure used in management to indicate how risky an activity is.
Key risk indicators are metrics used by organizations to provide an
early signal of increasing risk exposures in various areas of the
enterprise. They monitor changes in the levels of risk exposure and
contribute to the early warning signs that enable organizations to report
risks, prevent crises and mitigate them in time.

Reasonable
Assurance

The level of confidence that the assurance providers can give regarding
the achievement of the municipality's objectives and the management
of risks. An absolute assurance (guarantee) cannot be provided due to
inherent limitations in risk management.

Residual Risk

The remaining risk after management has acted to alter the likelihood

or impact.

Risk

Threat that an event or action will adversely affect the municipality's
ability to achieve its objectives and to execute its strategies
successfully. The Institute of Risk Management defines risk as " the
uncertainty of an event occurring that could have an impact on the
achievement of objectives. Risk is measured in terms of impact and
likelihood."

Risk Appetite

The amount and type of risk that the municipality is willing to accept in
pursuit of strategic objectives within the allocated resources. A range of
appetites exist for different risks, and these may change over time.
"Risk appetite" is measured at the strategic objective level where the
risk tolerances are aggregated for the specific risks impacting directly

5|Paygc RISK APPETITE & TOLERANCE FRAMEWORK FOR 2026/2027 FY




on the objectives. This measure is used to express the appetite in
terms that are appropriate for the strategic objective.

LGRMF-. The level of risk which is established through a rigorous
analytical process (including consideration of cost versus benefit) that
the Institution is prepared and able to accept in furtherance of its
objectives. This terms refers to the amount of residual risk that the
institution is willing to accept.

IRMSA- The amount and type of risk that the organization is willing to
take in order to meet the strategic objectives.

ISO 31000- The amount and type of risk that the organization is
prepared to pursue, retain or take.

Risk Appetite
Statement

A written articulation of the aggregate level and types of risks that the
municipality is willing to accept, or to aveoid in order to achieve its

objectives.

Risk Champion/

An official with accountability over management of risks. This refers to

Risk Owner the management in each department.

Audit An independent committee constituted to review the effectiveness of

Committee control, governance, and risk management within the municipality,
established in terms of section 166 of the MFMA.

Risk A committee appointed by the Accounting Officer responsible for

Management overseeing risk management activities within the municipality.

Committee

Risk A process of ascertaining the probability an impact of uncertain events

Assessment or how potential event might affect the achievement of objectives. The
overall process of identifying, analysing and evaluating risk. The risk
assessment process should consider risks that are significant to the
achievement of the Municipality’s objectives. This is a continuous
process, requiring regular reviews, as and when internal and external
changes influence the Municipality’s strategies and objectives.

Risk A structured and systematic approach to set best course of action

Management under uncertainty by identifying, assessing, implementing controls,

monitoring and communicating risk issues in an on-going basis.

Risk Tolerance

The acceptable variation relative to the achievement of an objective.
Risk tolerance is the level of risk exposure for identified risks which the
council may accept when considering the appropriate mitigation
measures. It provides management with clear guidance on the risks
identified.
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| Inherent | Limitations of RM that relate to the limits of human judgment: resource

: Limitations constraints; and the need to cost controls in relation to expected
benefits; the reality that breakdowns can occur; and the possibility of

' management override and collusion. The effectiveness of RM is highly

dependent on the co-operation of Management and the ability to
mitigate risks.

' Risk Tolerance | Risk Tolerance Statement Explains the Municipality’s capacity to

Statement | handle different ievels of risk. It should describe the level of risk that the
| Municipality is willing and able to accept.
I Risk Bearing | The maximum amount of risk that an entity is able to absorb in the

Capacity pursuit of strategy and business objectives.

Risk Bearing | Explains the maximum amount of risk the Municipality is able to handle
Capacity in line with its mission /values /strategic goals, without exposing itself to
Statement | the point where its existence and survival is under threat.

\F Risk Threshold | A quantified limit or parameter within which risk can be taken or
f managed. The collective name for risk appetite, risk tolerance and risk
| } bearing capacity
| Root Cause | The underlying problem (problem at root} that gives rise to a risk.
Strategic Is used with objectives having to do with high level goals that are
| aligned with and support the Deportment 's vision (mission).

i Strategic Risk T A risk with direct bearing to the mandate / strategic objective of the

i ' municipality.

f Risk ' Serves as a foundation for the municipality’s enterprise -wide risk

| Management | management activities, as it encapsulates Management's philosophy
. Policy and approach to risk management.
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3. INTRODUCTION

The Mbhashe Local Municipality's Risk Appetite and Tolerance Framework serves as the
primary mechanism for defining the boundaries within which the Municipality pursues its
strategic mandates. Risk appetite provides a boundary around the total amount of risk the
Municipality is willing to pursue or retain. While an aggressive appetite may lead to more
ambitious development goals, a risk-averse or conservative appetite prioritises stability and
compliance. By establishing a clear risk appetite, the Municipality ensures a structured
approach to decision-making, balancing the need for innovative service delivery with the
necessity of safequarding public resources.

There is no universal "right" risk appetite; rather, it is a strategic choice made by
Management. In setting this appetite, the Municipality acknowledges the trade-offs between
risk and reward, establishing a "tone from the top” that defines the limits beyond which
additional risk should not be accepted.

To fully embed risk management into the daily operations of Mbhashe Local Municipality,
decision-makers at all levels must understand the parameters of acceptable risk. Ultimately,
this framework provides the navigational boundaries required for the Municipality to pursue
its Integrated Development Plan (IDP) objectives with confidence, ensuring that calculated
risks lead to sustainable growth and improved service delivery for the community.

4.PURPOSE
The purpose of this Risk Appetite and Tolerance Framework is to provide guidance on the

process of developing and implementing risk thresholds. In particular, it aims to assist MLM
to set risk thresholds and is to support the Municipality to improve its performance by
enhancing the systems of risk management to protect against adverse outcomes and
optimize opportunities. It is designed to embed a proactive risk culture throughout the
municipality, aligning strategies, processes, and people. After all risks for the 2026/2027
financial year have been identified as well as root causes and possible consequences
established, all risks are rated to identify the acceptable, tolerable, and unacceptable
levels. This document must be read in conjunction with the MLM Risk Management Policy,
Strategy, and Implementation Plan.

5.LEGISLATIVE FRAMEWORK & BEST PRACTICES

In developing this framework, reference was made to the following mandates in line with the
MLM Risk Management policy of which Risk Appetite and Tolerance are part of:

¢ Municipal Finance Management Act (MFMA) Act no 56 of 2003

¢ National Treasury Public Sector Risk Management Framework

e The King IV Report on Corporate Governance Principle 11

e IS0 31000:2018 (International Standards for Risk Management) -Risk Management
Guidelines

e COSO (The Committee of Sponsoring Organisations)
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6. SCOPE & APPLICATION

This framework applies throughout the Municipality in as far as risk management is

concerned. It forms part of the risk and governance frameworks, and it applies to all

employees, contractors and members of the Council and its Committees. The limitation to

the identification of Risk Appetite and Risk Tolerance is that not all risks can be measured

and quantified. The framework covers the following categories of risks, including specific

appetite and tolerance statements.

CATEGORY

DEFINITION

APPETITE AND TOLERANCE
STATEMENT

Legislative

Environment

Risks that expose the
municipality to inadequate

legislation and regulations.

Effective local government
legislation forms the foundation for
MLMs sustained ability to deliver on
its core mandate through the
establishment of effective
committees and structures to ensure
strategic alignment and oversight.
As such. MLM has zero tolerance
for legislation and regulations that
are not sound and responsive to
deliver service to the people and will
endeavour to put any measures
necessary to manage the risk to an
acceptable level.

Macro-economic challenges

MLM is committed to creating an

Human Resources

e

municipality to ineffective HR

' management, including

workplace conflict, wage

inequality

Economic impacting growth and service | enabling environment to improve the
delivery. local economy.
MLM values its employees and
holds the relationship with
employees at higher esteem and is
Risks exposing the therefore committed to building

human resource capacity through
skills development, effective
recruitment and the embedding the
Batho Pele Principles into the
organizational culture. MLM has
zero tolerance for inequality,
discrimination and matters

impacting the health and safety of
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employees and clients. MLM is
committed to develop, attract and
retain the necessary relevant skills
and will strive to maintain the

vacancy rate <10%.

Knowledge and
Information

Management

| Compliance/

Regulatory

Weaknesses in
knowledge/information
management leading to
incorrect decisions by

management.

MLM has zero tolerance for any risk
that could negatively impact its
brand and reputation and is
committed to protecting and
improving its brand through
improved service delivery, client
satisfaction, implementation of the
integrated strategy and effective
stakeholder management. MLM will
not accept any negative publicity on
national level and will respond to
any reports in an honest, respectful

and timely manner.

Non-compliance with and
lack of enforcement of
applicable legislative

environment.

MLM is committed to creating a risk
aware culture that is in full
compliance with all applicable
legislation and regulations and
therefore has a zero tolerance for
noncompliance to Legislation and

Regulations.

Service Delivery

| Risks compromising the
municipality's ability to meet

its mandate.

MLM is committed to provide faster,
reliable and accessible services and
applies a zero-tolerance policy to
any business disruption longer than
1 day or behaviour/actions that
would contradict the Botha Pele
Principles and the Constitutional
Mandate. In addition, MLM will
continuously strive to achieve 100%
of all performance targets for
service delivery however will accept

an % achievement until such time
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Information

Technology

that turnaround strategy is fully
implemented.

Risks that may compromise
the Municipality’s ability to
continuously administer its

affairs.

MLM is committed to deliver quality
ICT applications and services that
meet the business needs in line with
an effective corporate governance
of the ICT framework. MLM will
ensure delivery of adequate
infrastructure and modernization to
meet the evolving business

objectives.

. Litigation

Fraud and

Corruption

Risks that expose the
municipality to legal disputes.

MLM will strive to minimize litigation
through ensuring alignment with
constitutional values, reduce costs
and promote social justice.

Vulnerability to fraud and

corruption.

MLM has a zero-tolerance
framework with regard to fraud and
corruption and is committed to take
timely action to prevent, detect,
investigate and remediate incidents
of fraud and corruption and recover

losses arising from such activities.

Financial

Risks resulting in financial
drainage or impacting

financial resources.

MLM recognizes the importance of
maintaining a healthy financial
status. As such, strives to
implement stringent controls to
contain costs, minimize budget
variance in line with the regulation
while maintaining service levels.
MLM has zero tolerance towards
irregular, fruitless and wasteful
expenditure.

Environmental/

Climate Change

Risks from extreme weather
events {e.g, floods, droughts,
fires) impacting infrastructure,
human settlements, and

resource availability.

MLM is committed to developing
and investing in climate-resilient
infrastructure and proactive disaster
management plans to maintain
services. MLM has zero tolerance

for risks that compromise basic
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service delivery due to

environmental events,

Risk Categories enable the Management of the Municipality to manage broad risk exposures
rather than individual risks. In essence. the categories elevate risk management into
manifestations in order to limit time on management and oversight and increase strategic
thrusts and effectiveness in managing risks.

The process of setting risk appetite thresholds should be done in conjunction with the
strategic planning process. Planning and target setting must be executed with a full
understanding of the municipality's risk appetite, when actual performance falls short of
published targets that performance must be within the risk appetite.

7. OBJECTIVES OF THE FRAMEWORK

The objective of the framework is to help management make informed decisions and
includes:

= Establishing a process of communicating the risk appetite framework across and
with the municipality.

» To ensure that all risks are managed at an acceptable level.

* Facilitate embedding risk appetite into the Municipalitys risk culture.

= Allow risk appetite statement to be used as a tool to promote robust discussions
on risk and as a basis upon which risk management and internal audit can
effectively debate management recommendations and decisions.

* To embed a uniform approach to the Mbhashe Local Municipality’s risk
management in identifying and assessing risks that could affect the achievement
of the municipality’s objectives, its people, reputation, business processes and
systems, as well as its financial and environmental performance.

8.BENEFITS OF RISK APPETITE AND TOLERANCE FRAMEWORK
According to COSO the following benefits flow from an effective risk appetite framework:
* [tis strategic and is related to the pursuit of organizational objectives;
» Forms an integral part of corporate governance; -Guides the allocation of resources;
» Guides the municipality's infrastructure, supporting its activities related to
recognising, assessing, responding to, and monitoring risks in pursuit of
organisational objectives;
* Influences the municipality's attitudes towards risk;
¢ Is multi-dimensional, including when applied to the pursuit of value in the short term
and the longer term of the strategic planning cycle;
» Requires effective monitoring of the risk itself and of the municipality's continuing risk
appetite; and
¢ Enhanced risk management strategy decisions through quantification of risk appetite.
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9. RISK APPETITE & TOLERANCE OVERVIEW

Mbhashe Local Municipality's risk appetite is directly linked to its strategic objectives, setting

clear boundaries and expectations. The magnitude of risk appetite shall not exceed its risk

bearing capacity or risk tolerance thresholds. The risk appetite statement specifies the

maximum acceptable performance variability and loss exposure the Municipality can accept

while carrying out its mandate.

9.1 Strategic Objectives & Appetite Statements

Risk appetite parameters shall be set for all strategic goals and objectives.

Municipal Strategic Objectives

Risk Appetite and Tolerance Statements

To ensure an integrated, stable, and
responsive ICT infrastructure driving 4IR by
2027,

MLM is committed to delivering quality ICT
applications and services that meet
business needs in line with an effective
corporate governance of the ICT

framework.

To construct, maintain and upgrade quality

infrastructure by June 2027.

MLM is committed to providing faster,
reliable, and accessible services and
applies a zero-tolerance policy to any

business disruption ionger than one day.

To encourage investment through viable

investment strategies by 2027

MLM is committed to creating an enabling

environment to improve the local economy.

To ensure clean and accountable

governance in the municipality by 2027

MLM recognises the importance of
maintaining a healthy financial status and
has zero tolerance towards irregular,

fruitless, and wasteful expenditure.

To achieve sound financial management

through accountability and transparency

MLM strives to implement stringent controls
to contain costs, minimise budget variance
in line with the regulation while maintaining

service levels.

Ensure maximum and adequate land use

management practices by 2027

1 To ensure coordinated and effective land

use management in line with spatial

planning frameworks.

To provide safety and health environment
to the community by June 2027

MLM is committed to ensuring a safe and
healthy environment for personnel and the
public, with zero tolerance for matters

impacting health and safety.

BIPagc
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10.MBHASHE LOCAL MUNICIPALITY'S RISK APPETITE STATEMENT

Qualitative Risk Appetite Statement:

Mbhashe Local Municipality shall not accept any risk that will negatively impact its vision of
"A municipality that excels in promoting social cohesion, stimulates economic growth and
sustainable development” or shall it not accept any exposure to negative publicity or
imprudent administration.

11.IMPLEMENTING RISK APPETITE

The municipality is expected to meet its planned performance targets. It cannot be argued
later when actual performance falls short of published targets that performance is within the
risk appetite. Thus, planning and target setting must be executed with a full understanding of
the Institution’s risk appetite. The process of setting risk appetite thresholds should be done
in conjunction with the strategic planning process.

Risk appetite should be set relative to the municipality's mandate, values and strategic
objectives. considering. Critical considerations are:

v what the municipality “must do” (i.e. cannot avoid) to accomplish its objectives;

v legal prescriptions that dictate what risk the municipality cannot take (e.g. currency
hedging), or where it cannot apply discretionary risk appetite values (e.g. health and
safety rules around workplace fatalities);

v the Institution’s ability to withstand significant shocks;

\

the Institution’s ability to recover financially and operationally from significant shocks;
v the Institution’s capacity to manage risk to the desired level (considering the current
circumstances, resources, skills, technologies etc.).
Establishing risk appetite requires considerable engagements between and amongst
Divisional Managers, Executive, the Risk Management Unit and the Risk Management
Committee. These engagements are needed not only to harness the best available
expertise, institutional knowledge and other critical information but also to leverage support
and appropriate behaviour needed for successful implementation.
The risk rating table and the risk matrix represent useful tools for applying risk appetite and
tolerance. The risk rating table should set out the various criteria for rating a risk at level 1, 2,
3 etc., also incorporating what is acceptable/not acceptable at that level of rating. This
applies to both the likelihood and impact aspects. When the final ratings are mapped out on
the risk matrix it will visually display which risks are within and which ones are exceeding
their appetite. Further analysis can then be done for risks exceeding their appetite to
consider whether the excess risk can be tolerated, or additional control actions can be taken.
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12.RISK THRESHOLDS AND MONITORING

The risk threshold is a critical declaration that define not only the activities of risk

management and financial management but also the Municipality's overall operations and

strategies. The risk threshold comprises risk appetite, risk tolerance, and risk bearing

capacity.
= RISK I RISK TOLERANCE RISK BEARING CAPACITY |
APPETITE ;
' Levels of Acceptable LowRisk | Medium Risk High Risk
Risk/Risk level (.e.,
magnitude Minimum Risk) |
Risk Index e 75<125 [ 1255175 17.5 <25 225
[ Residual 1% -20% 21& -30% 31% -60% 61%-79% 80%-100%
Risk Value
Rlsk“ 5 Accept Risk Accept Unacceptable Unacceptable Unacceptable
| Acceptability Risk Risk risk risk
Remedial Business as | No risk | Take action to | Take action to reduce risk with
Actions Usual, no risk | reduction reduce risk, highest priority, accounting officer
reduction Control & inform and executive authority attention.
Control & | Moenitor, management
Monitor, inform
inform management
management
Reporting Accounting Officer/ Management Accounting Officer /Executive
Mayor

Process
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Determining the risk acceptance criteria by identifying which risks are acceptable and not
acceptable. Below is the Hit Map profiling the risks.

5 \

i
-

Severity | 3 6

»
/

1

w
£
(6]

Likelihood

When a risk magnitude exceeds the 'Acceptable Risk' threshold (< is less than or equalto =
7.5 Risk Index), the relevant Action Owner must immediately allocate additional resources
and implement enhanced controls to return the residual risk to within the risk appetite range,
escalating to the Chief Risk Officer (CRO) within 24 hours of identification.

The Municipality will ensure that all KRIs and KCls are explicitly integrated into departmental
Key Performance Indicators (KPIs) and linked to the annual Service Delivery and Budget
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Implementation Plan (SDBIP) targets to provide quantifiable early warnings of performance
shortfalls.
The Risk Management Division will request all officials responsible for the indicator complete
and submit the required information on a quarterly basis prior to the scheduled meetings of
the Risk Management Committee. Care must be taken that the Executive and the
Accounting Officer are kept abreast with the contents of the information to be submitted.
Risks That Are Outside Appetite but Within Tolerance
This aspect of the report must discuss all risks that are outside of appetite, as would have
been discussed in the Risk Appetite Report. The report must be elaborate in discussing the
following:
« Actions proposed and implemented by management to contain these risks and bring
them to the acceptable levels,
* Timeframes for the implementation of proposed actions to be within 3 to 6 months,
* Directorates and Divisions that are implicated in the strategic risk exposures and/or
who must take the proposed actions.
« Any factors that are posing as limiting or constraining factors to the containment of
these risks, and
* Any financial implications for the implementation of the proposed actions.
Risks that are Outside of Tolerance
The Risk Management report must detail out all risks that are outside of the tolerance limits
in the quarter. The report should trigger urgent action by the Execute and monitoring by the
oversight structures. The report must detail out the following:
* The factors that led to exceeding the tolerance levels, including a reflection of
transgressions that have led to the breach of tolerances,
* Actions proposed and implemented, in a period not exceeding 3 months, by
management to contain these risks and bring them to the acceptable levels,
* The nature of communication that is necessary to prevent any potential reputational
damage that may be caused by the risk,
* Timeframes for the impiementation of proposed actions.
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13. ROLES AND RESPONSIBILITIES

Role Player Key Responsibilities

Accounting Officer | Overall responsibility for risk management, establishing appropriate risk
{Municipal appetite, and ensuring sufficient resources are dedicated to risk
Manager) management,

Owns the risks within their departments, integrates risk principles into daily
Management . . ) o
routines, and actively monitors adherence to approved risk limits.

Facilitates the development and implementation of the framework, provides
Chief Risk Officer

(CRO) specialist expertise, and monitors the Municipality's risk profile relative to its

appetite.

Risk Management | Provides oversight, evaluates the effectiveness of mitigating strategies, and

Committee recommends the framework for approval.

Provides independent assurance on the design and effectiveness of the
Internal Audit framework and reports material deficiencies to the Audit
Committee/Accounting Officer,

Intervene in instances where the risk management efforts are being

hampered, for example. By lack of co-operation by management and other
Risk Champion officials and lack of institutional skills expertise. The Risk Champion should
not assume the role of the Risk Owner but should assist the Risk Owner to

resolve problems.

Shall meet quarterly to monitor effective embedding of enterprise-wide risk
management within the municipality.

Monitoring the implementation of the risk management strategy in the
Risk Forum different directorates. Support the departmental meetings by monitoring

actions on the risk registers.

Ensure that the system of financial Management and internal control

established for the Municipality is carried out diligently,

Staff of MLM , L - .
the financial and other resources of the Municipality are utilised effectively,

efficiently, economical and transparentiy.

14.REVIEW OF THE RISK APPETITE AND TOLERANCE FRAMEWORK.

The Risk Appetite shall be reviewed annually to align to its strategic or whenever there is a
significant change to the Municipality's operating environment to ensure alignment with the
ever-evolving Municipal strategy, objectives, risk environment and the performance
outcomes.

15.APPROVAL OF THE RISK APPETITE AND TOLERANCE FRAMEWORK

The Risk Appetite and Tolerance Framework is endorsed by the Accounting Officer and
approved by the Municipal Council.
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Risk Categories and Tolerance Thresholds

CATEGORY

Legislative
Environment
including policies

and procedures.

Human Resources

Contract Management

DEFINITION

Inadequate  legislation  and
regulations that expose the
Municipality to risks of weak /
deteriorating relationships
between spheres of government
and within the programs of the

Municipality.

Risks that expose the Municipality
to ineffective mechanisms in
managing the Human Resource
Investment across sectors
including workplace conflict, wage

inequality.

Risks that exposes the

municipality to ineffective

management of contracts.

TOLERANCE
THRESHOLDS

Zero  tolerance for
inadequate/non
compliance to legislation,

policies and procedures.

0% vacancy at Executive

Management Level

< 10% vacancy rate
Middle Management

< 6% staff turn-over rate
quarterly

< 5 incidents reported on
inequality or discrimination
<5 disciplinary and
grievance cases per
quarter

< 10% deviation on skills
development plan days
to conclude disciplinary'
proceeding case after the
investigation. 100% pre-
employment screening
requests processed
within 05 working days of
receipt of request

100% of shortlisted
candidates vetted

100% All of the service
providers on site to
have valid contracts,

100% compliance to

contracts.
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<10% delays or

deviations.
+ +
Knowledge and Risks that expose the Zero  tolerance  for
Information Management Municipality to weaknesses in negative media publicity
knowledge and information including social media,
management leading to incorrect
decisions by management,
v —+
Litigation Risks that expose the 100% of court papers to
Municipality to legal disputes. facilitate legislation

submitted with the
Attorney in 10 working
days of receipt of court

documents

100% of legal opinion
requests finalized in 10
working days of receipt of

competent request

100% of contracts finalized
in 10 working days of
receipt of competent
request

100% of PAIA requests
finalized in 21 working
days of receipt of
competent request 100%
of internal policies review
requests finalized in 30
working days of receipt of
competent request
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Performance Management

Information Technology

Risk that relater to poor
performance and failure to

achieve targets,

Risks that may compromise the

Municipality's ability to

continuously administer its affairs

into the future from potential

breaks in business operations.

SBDIP to be approved
before the beginning of the
financial year.
100% of

institutional

quarterly
performance
assessments conducted.
100% of the Senior
Managers to have
Performance Agreements
and be assessed.

<10% under performance
from set targets.

10% of unplanned system
downtimes (emails,
financial system, internet)
95% uptime of applications
on support and
maintenance contracts
(financial system) 100% of
contracts renewed/
replaced before expiry
date 12 hours' recovery
time/ point for MLM in line
with the Business Impact
Analysis,

100% of registered
projects with approved
business cases must be
on track

100% of IT reported
incidents finalized within
service level agreement

targets.
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Fraud and Corruption

Financial

=

of the department to fraud and

corruption.

Risks that would result in
financial drainage and have a
direct bearing on the financial

resources of the Municipality,

Risks that result in the susceptibility 1100% of cases reported bases

investigated within 90 days.
Zero tolerance to the non-
| recovery of fraud losses as

supported by financial reports

Zero tolerance to
nondisclosure of financial and

business interest by staff

Zero tolerance to the non-
referral of completed cases to
relevant authorities within 30

| days

| Zero tolerance for late
payments (>30 days) for

| valid invoices.

< 5% of Budget Variance.

Zero tolerance for

unauthorized, irregular,
fruitless and wasteful
E expenditure
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Risk Ratings for Determining Risk Appetite, Tolerance and Bearing Capacity

For every risk it is important that you consider the nature and the scope of the risk and then

rate the risk accordingly. Risks will be individually ranked by each participant.

When rating a risk on the impact of the risk on the business, should it occur, you need to

consider what the extent of the impact of that risk will be on the area of the business, which it

affects. Some risks may have a major impact one objective, yet a fairly low impact on the

organization.

Impact can be defined as the material loss to the organization, should that risk

materialize” Impact will be rated on a scale of 1 to 5 as follows:

Catastrophic

Critical

Serious

Significant

Minor

Risk event will result in
widespread and lengthy
reduction in continuity of
supply to customers of
greater than 48 hours
Reduction in supply or
disruption for a period
ranging between 24 & 48
hours over a significant
area

Reduction in supply or
disruption for a period
between 8 & 24 hours
over a regional area
Brief local inconvenience
(work around possible),
Loss of an asset with
minor impact on
operations

No impact on business
or core systems

Major environmental damage, Serious
injury (permanent disability) or death of
personnel or members of the public,
Major negative media coverage

Significant injury of personnel or public,
Significant environmental damage
Significant negative media coverage,

Lower level environmental, safety or
health impacts. Negative media
coverage

Little environmental, safety or health
impacts, Limited negative media
coverage

No environmental, safety or health
impacts and/or negative media coverage
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Rating on Likelihood (probability)

“Likelihood can be defined as the probability of an adverse event, which could cause

materialization of the risk, may occur.” Likelihood will be rated on a scale of 1 to 5:

Example: Certainty of occurrence

score Likelihood
factor

Qualification criteria

The risk is almost certain to occur in the current circumstances. The
risk is already occurring, or is likely to occur more than once within the
next 12 months.

More than an even chance of occurring. The risk could easily occur,
and is likely to occur at least once within the next 12 months.

Could occur quite often. There is an above average chance that the
risk will occur at least once in the next 3 years.

Small likelihood but could happen. The risk occurs infrequently and is
unlikely to occur within the next 3 years.

Not expected to happen - Event would be a surprise. The risk is
conceivable but is only likely to occur in extreme circumstances.

Applying the parameters to the risk matrix to indicate what areas of the risk matrix would be

regarded as high, medium or low risk (see the example below); Risk Index = Impact X

Likelihood
55 10
4
3 8
2
1 [ 1"7'_-5.;'25; Highrisk
2 W6 B fo 1255175 Medium risk
i 7 S 765<12.5 Low risk
7.5 Minimum
T 1 2 3 4 5 <7. -
risk
LIKELIHOOD
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