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(i)

v)

Introduction

This is a multi-year rolling internal audit strategy clearly outlining the goals and strategies of the Internal
Audit Activity (IAA) of Mbhashe Local Municipality over the foreseeable future and include departmental
objectives, resource objectives, training and certification objectives, proficiency objectives, and
communications objectives. The strategy also includes a risk based intemal audit plan which is critical to
ensure that internal audit coverage is aligned to the risk profile of the municipality.

The intemmal audit function within the municipal environment plays a pivotal role in ensuring
accountability, transparency, and the effective use of public resources. As municipalities across the
globe face increasing scrutiny, evolving regulations, and higher expectations from stakeholders,
internal audit teams must adapt and align with best practices to deliver value-added services. This
Five-Year Internal Audit Strategy for Mbhashe Local Municipality has been designed to reinforce good
governance, strengthen risk management, and enhance operational efficiency, particularly
considering the adoption of the new Global Internal Auditing Standards (GIAS).

The Global Internal Auditing Standards represent a fundamental shift in how internal auditing is
conducted, with a stronger emphasis on risk-based auditing, stakeholder engagement, and
continuous improvement. These standards set a new global benchmark for internal audit practices,
ensuring that audit activities align with the strategic objectives of the organization while providing
independent assurance on the adeguacy of governance, risk management, and internal controls.

This strategy also considers the results and recommendations of external Quality Assessment Review
(QAR) that need to be conducted by a qualified external assessment team, hence this plan is also
aimed to move beyond the conformance maturity level during the next QAR that should be completed
in 2028.

A QAR is an evaluation and assessment to determine conformance with the mandatory elements of
the international Professional Practices Framework (IPPF) of the Institute of Internal Auditors, as well
the efficiency, economy and value add of the intemal audit processes.

2. Purpose of the Strategy

This Five-Year Strategy aims to guide the Internal Audit Unit of Mbhashe Local Municipality in transitioning
from a traditional compliance-based audit approach to one that is risk-centric, integrated, and forward-looking.
It outfines the roadmap for implementing the new global standards within Mbhashe local Municipality, focusing
on creating a robust audit function that can respond to emerging risks and deliver insights that drive
sustainable improvements. By embracing these standards, the internal audit function will enhance its role as
a key advisor to management, the Audit Committee, and Council, helping them navigate the complexities of
public sector governance and service delivery.
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3. KeyObijectives
The core objectives of this strategy are to:

1. Align Audit Activities with Strategic Goals: Ensure that audit priorities are linked to the municipality's
strategic objectives and contribute to its success by identifying and mitigating key risks.

2. Strengthen Risk Management Practices: Embed a risk-based approach to auditing, ensuring that high-risk
areas receive appropriate audit focus, while also providing continuous assurance on control frameworks.

3. Enhance Audit Quality and Compliance: Implement the new GIAS framework to improve audit
methodologies, ensuring compliance with intemational best practices, local legislation and municipal policies.

4. Increase Stakeholder Engagement: Foster stronger relationships with key stakeholders, including the
Municipal Manager, Council, and operational management, ensuring that audit findings are relevant,
actionable, and contribute to improving service delivery.

1. Promote Continuous Improvement and Innovation: Leverage technology and data analytics to enhance
audit processes, identify trends, and provide predictive insights that support more proactive decision-making.

2. Develop Audit Talent and Capacity: Invest in the professional development of the audit team to ensure they
possess the skills and knowledge required to meet the evolving demands of the new standards.
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4. Strategic Approach

1. Over the next five years, the internal Audit Unit will implement a phased approach to integrating the new
standards, beginning with foundational changes in audit planning and methodology, followed by
improvements in audit execution, stakeholder reporting, and continuous learning.

2. The strategy will also include monitoring and evaluation mechanisms to ensure that the intemal audit
function remains responsive to changes in the regulatory environment, municipal pricrities, and emerging
risks.

3. By aligning with the new Global Internal Auditing Standards, the municipality aims to reinforce its
commitment to accountability, ethical governance, and effective public service. The internal audit function,
as a comerstone of this commitment, will not only provide assurance but also contribute to the
transformation and improvement of municipal services, ensuring that the municipality can fulfill its mandate
effectively and sustainably.

4. This strategy sets the foundation for a stronger, more adaptive internal audit function that will safeguard
the municipality's interests and enhance public confidence in its operations.

9. Mission

The Internal Audit (IA) function will provide independent and objective assurance, advice, and insight to
improve governance, risk management, and control processes within the municipality. This aligns with the
2025 Global Intemal Audit Standards (effective January 9, 2025) to support public service and organizational
excellence.

6. Vision(Year1-5)

By 2028-2029, the |A function will be a trusted partner in enhancing municipal governance, known for
delivering value-adding audit services, promoting a culture of accountability, and providing strategic risk
insights to achieve the municipality's development goals.
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7. Strategic Objectives (Aligned with Global Standards)
The internal Audit function will focus on key strategic objectives over the next five years:

[{)] Objective 1 - Enhance Risk-Based Auditing: Establish and implement a risk-based audit plan,
ensuring resources are focused on the municipality's highest risks, including financial sustainability,
service delivery, and emerging risks like cybersecurity and environmental sustainability.

The most projects to be considered in compliance with enhancing the risk-based auditing as an example will

be:
Project Frequency Risk Department
Cyber security Yearly Security controls Corporate Services
around the ICT {Information
application controls Technology-IT)
Disaster management Yearly Disaster related All departments
issues like floods,
earthquakes
Good govemance Yearly Good governance Municipal Manager
and code of conduct issues and fraud and
corruption
Mscoa Yearly Gaps in the Finance department
implementation of the
data strings

(ii) Objective 2 - Strengthen Stakeholder Relationships: Build strong, collaborative relationships with
the audit committee, council, and senior management to ensure the IA function aligns with municipal

strategic priorities.

The following as a minimum is expected in building and strengthening the relationship between the intemnal

audit and stakeholders:

Stakeholder

Expectations

Time frame

Executive Management

| Unrestricted access to

information and records.

Timely response to audit
queries/requests.

Implementation of audit
recommendations; and

Quarterly

Output expected

Clean administration and
clean audit

|
!
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Stakeholder Expectations ' Time frame Output expected
Management taking
responsibility for risk
assessment, risk
management and good
corporate governance.
Auditor General of South | To engage and discuss | Annually Effective combined
Africa work plans assurance model
Reliance of AGSA to
internal audit work
Audit Committee Engage with the audit Quarterly Effective good
committee members governance
regularly to discuss
municipal risk related
| _ | issues
| MPAC Committee Engage with MPAC Quarterly Effective Combined
committee members to assurance
discuss and assist with
their planned projects
Other stakeholders Continuous engagement | Quarterly Effective good
(Provincial treasury, with the stakeholders to governance
COGTA and District assist the municipality in
Municipality) other specific/special
areas of expectations

iil Objective 3 - Promote Compliance and Integrity: Ensure compliance with both local regulations
(PSIAS and relevant legislation) and the new Global Internal Audit Standards by January 2025.
Focus on ethics, transparency, and promoting good governance through consistent auditing and

advisory services.

Scenario Mbhashe municipality:

Mbhashe municipality for purposes to comply with the new and revised Global Internal Audit Standards
managed to submit the revised standards to the municipal council for approval. Developed the internal audit
methodology and strategy that details the process to be followed for audit purposes aligning with the revised

GIAS
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Objective 4 - Leverage Technology and Data Analytics: Enhance the efficiency and effectiveness of the 1A
function by integrating data analytics, continuous auditing techniques, and audit management software.

Scenario: Mbhashe municipality

Mbhashe municipality managed to obtain the internal audit system/tool through the Supply Chain Processes
that will be assisting the unit in the process of data analytics for the effective reviews by internal audit.

Details:
- Company/firm Date acquired Purpose

Sure-Tech consulting March 2025 To assist for the data
| services analytics during the

] internal audit reviews

Period/contract

3-year contract

Objective 5 - Support Capacity Building and Professional Development: invest in building internal audit
capabilities through continuous training, certification programs, and performance management, ensuring the
team is well-equipped to meet the evolving needs of the municipality.

Scenario: Mbhashe municipality

In compliance with the professionalism and capacity development requirements, Mbhashe municipality has
managed to develop a WSP and submitted to Corporate Services for implementation. In compliance with the
requirements of the standards, all the internal audit officials have the IAT (internal audit technician)

qualifications from the IIASA

Long-term plan of the inhouse staff for professional development for IAT; PIA and CIA:

Employee Designation Plan-1(Six Months-year | Plan-2-2027-2028
Mtyhida Anele (Audit IAT &PIA ClA-Part-1-3 CRMA

Manager}

Gana Cwayita (Senior IAT PIA ClA-Part-1-3(Part 1-
Auditor) completed already)
Luvelwano Nondonga IAT PIA ClA-Pait-1-3
(Auditor)
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Sanele Nongauza IAT PIA ClA-Part-1-3
(Auditor) .

8. Strategic Pillars (Guided by Global Standards)

To achieve these objectives, the strategy is structured around three key pillars; Foundation, Performance,
and Strategic Positioning, each with clear actions and milestones for the IA function.

8.1 Pillar 1: Foundation (Year 1-2)

Focus: Strengthening internal capabilities and structures to ensure sustainability and compliance with the new
standards.

Refer to objective 5 above for the process planned by the internal audit unit (short and long-term plans)

- Action 1: Formalise Internal Audit Charter and Policies: Update the IA Charter to reflect the mandate and
responsibilities in line with new Global Internal Audit Standards (9.2), ensuring alignment with municipal
objectives and stakeholder expectations. Principle 9 2 of the global internal audit standards make reference
fothe :

Internal Audit Strategy (refer to Figure 1), mandates that the CAE must "develop and implement a strategy
for the internal audit function” that "supports the strategic objectives and success of the organization and
aligns with the expectations of the council and senior management, hence the development of this
strategy.

The following |A documents or policies are in place in compliance with the standards:

Policy/document Year Alignment with GIAS

Internal audit strategy 2025/26 | Yes

Internal audit charter 2025/26 | Yes —
Audit committee charter 2025/26 | Yes
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. :
|l Internal Audit Methodology 202526 Yes

- Action 2: Resource Management: Implement a robust human resource plan to recruit, train, and retain
skilled internal auditors, Establish a competency matrix to identify skill gaps, particutarly in financial, IT, and
risk-based auditing.

During the allocation of the projects to the inhouse internal auditors, process of allocation of projects to each
official is done according to the strength, knowledge and understanding of planned projects.

Reference should be made to the developed annual internal audit plan where allocation of resources as per the
planned projects is reflected together with the hours allocated on each project.

Mbhashe municipality has also considered the process of appointing the panel of service providers in a form of
co-sourcing. The appointed service providers are appointed to assist only on the projects/assignments that will
need a special or technical skill that the inhouse auditors does not possess

-Action 3: Build Data Analytics Capability: Invest in software tools and technology to embed data
analytics within the audit process, enabling continuous monitoring and deeper analysis of the
municipality's risks.

- Mbhashe municipality has managed to engage with the service of Sure-Tech services for the process
of data analytics for a period of three years.

- Action 4: Compliance with Legal Requirements: Ensure adherence to the Public Sector Internal Audit
Standards (PSIAS) and local government regulations, with a focus on the Municipal Finance Management
Act (MFMA) and the Auditor-General's directives.

8.2 Pillar 2: Performance (Year 1-3)

Focus: Driving audit efficiency, quality, and value through KPls, process improvement, and continuous
leaming.

- Action 1: Implement Performance Management System: Introduce a balanced scorecard
approach to measure the IA function's performance against strategic objectives. Key performance
indicators (KPIs) will include:

- Audit plan completion rate (target: 90-100%})
- Audit committee satisfaction scores (target. 100%)

- Timeliness of audit report issuance (target: 100% within deadlines)
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- Percentage of recommendations implemented by management {target: 90% or higher)

- Action 2: Annual Risk-Based Audit Plans: Develop and execute risk-based audit plans, ensuring audit
activities are aligned with the municipality’s top risks, such as financial controls, governance processes, and
service delivery.

- Action 3. Develop a Continuous Improvement Program: Establish a Quality Assurance and Improvement
Program (QAIP) that includes intemnal reviews, external assessments, and stakeholder feedback
mechanisms.

- Action 4: Standardise Audit Methodologies: Update and standardise audit methodologies in line with
the Global Internal Audit Standards to enhance audit quality, effectiveness, and consistency.
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8.3 Pillar 3: Strategic Positioning {Year 3-5)

Focus: Positioning the intemal audit function as a strategic partner, influencing decision- making and
governance at the highest levels.

- Action 1: Strategic Alignment with Municipal Goals: Ensure the |A function supports the municipality's
strategic objectives, focusing on areas such as financial sustainability, efficient service delivery, and
govemance reforms.

- Action 2: Strengthen Relationships with Senior Management and Audit Committee: Enhance the
frequency and quality of communication with the council, audit committee, and senior management to
ensure |A findings and insights contribute to strategic decision-making.

- Action 3: Provide Advisory Services: Expand the IA role beyond assurance to include advisory services
that assist the municipality in navigating key challenges, such as compliance with evolving regulatory
frameworks and risk management.

- Action 4: Integrate ESG and Cybersecurity into Audit Plans; Address emerging issues such as
Environmental, Social, and Governance (ESG) audits and cybersecurity, ensuring the municipality is
prepared for future challenges.

9. Key Milestones Over 5 Years

(i) Review and update the IA Charter and audit methodology to align with new global standards.

(ii) Complete a comprehensive skills audit and training plan for the internal audit team.

(i) Implement technology solutions such as audit management software and data analytics tools.
(iv) Drive Performance and Continuous Improvement

(v) Conduct external quality assessments to validate conformance with the Global Internal Audit
Standards.

(vii  Strengthen KPIs and adopt a balanced scorecard to monitor audit performance and
outcomes.,

(vii)  Expand the scope of |A activities to include strategic advisory on governance, risk
management, and ESG.

(vii)  Enhance stakeholder engagement by delivering quarterly risk insights to the audit committee
and council.

(ix} Build intemal audit's role in supporting key municipal initiatives, such as infrastructure

MBHASHE-INTERNAL AUDIT STRATEGY FOR 2026/27 FY 12 |Paj



development and financial sustainability.
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10. Conformance with Global Standards (2024-2029)

{i) External Quality Assessment (Every 5 Years): Plan for an external quality assessment by 2026-
2027 to ensure full compliance with the new Global Internal Audit Standards.

(ii) Internal Quality Assurance Reviews (Annually): Conduct annual internal reviews to assess
conformance and identify areas for improvement 2026 and continuously

1. Budget and Resource Management

{i) Action 1: Financial Resource Management: Develop an annual budget for the |A function,
ensuring sufficient funding for staff development, technology investments, and external
assessments.

(i) Action 2: Human Resource Optimization: Adjust staffing levels based on the
municipality's audit plan needs, ensuring adequate coverage of key risk areas.

12. Risk profile of the municipality

In order to ensure a complete and accurate risk universe, the risk identification and assessment process followed
for the financial year is as follows:
(i) Risk identification & assessment sessions were held with all departments to identify and assess any risks
that may have an impact on the achievement on the KPIs in the 2025/26 SDBIP.
(i) During the risk identification & assessment sessions, risk owners were also prompted for the identification
of new or emerging risks facing their area of responsibility.
(iii) The Internal Audit Activity also considered the following sources to further strengthen the risk
identification and assessment process:
e Auditor-General reports,
¢ Internal Audit reports,
o  Prior year annual report.
e RMCO reports;
¢ Provincial Treasury reports applicable to Mbhashe Local Municipality,
o Approved 2025/26 Annual Budget,
e Comments received by the Municipality during the public participation process for IDP review,
¢ Consultants’ reports,
e Organisational structure,

¢ Business Continuity Management processes,
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s Disaster Management Plan,

e Complaints / Faults report from the Call Centre,
s Ethics management culture,

o Whistleblowing system,

¢ Training, development and succession planning,
s Emerging and topical issues in risk management,
¢ New legislation,

¢ Occupational health and safety, and

s  Existing risk registers of the municipality.

The updated risk registers for 2025/26, as approved by the RMCO, formed the basis to derive the auditable
risks and is attached to this strategy as Appendix D

13. Combined assurance
Mbhashe Local Municipality's adopted National Treasury's Public Sector Risk Management Framework
reviewed in April 2010; Section 25(2)(i) of the National Treasury Public Sector Risk Management
Framework — Chief Risk Officer to participate in development of Combined Assurance Plan. The Institute of
Internal Auditors (lIA)'s Three Lines of Assurance Combined Assurance Model is incorporated and will
ensure that all assurance activities provided by management, internal assurance providers and external
assurance providers adequately address significant risks facing the municipality and that suitable controls

exist to mitigate these inherent risks to an acceptable level of residual risk.

The audit universe was created by linking the critical risks of the municipality to the auditable areas and the
relevant business processes. The audit universe was used to develop a combined assurance universe, of
which the latter is the basis of the combined assurance table. This provides a useful guide to assist with the
development a combined assurance plan in more detail and reduce any assurance fatigue or duplication of

assurance efforts..
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Multi-Year Rolling Intemnal Audit Strategy 2026/27 - 2027/28

14. Detailed 3 year rolling plan
The multi-year rolling plan provides a summary of high-risk areas to receive assurance coverage

over a 3-year period. Refer to Annexure A for the 3-year rolling plan.

15. Resource allocation and skills matrix

15.1 The available internal audit resource hours are determined by calculating the total number of hours
each internal audit team member is able to contribute to the completion of the operational audit plan for
year one.

15.2 Total available hours take into consideration the results of the skills assessment, the use of external
assurance providers, and other tasks relevant to the Internal Audit Activity. The resource allocation is

included in this strategy as Annexure B.

15.3 A skills matrix has been developed to identify required skills and a gap analysis has been performed
to assist with evaluating the level of skills and knowledge required to provide adequate assurance
coverage on the key risks facing the municipality. Details are included in Annexure C. This will assist
the Internal Audit Manager determine the proficiency of the internal audit staff to carry out mandated
responsibilities, both individually and as a collective. Where necessary additional skills required will be
acquired through on the job training, research, formal training, and external or third-party assurance
providers,

15.4 Each staff member of the Internal Audit Activity has a personal development plan (PDP) which
measures career goals and competencies to be developed and ensures continued professional

development.

16. Risk based internal audit operational plan

(1) The internal audit operational plan outlines the audit areas and other internal audit tasks for the
first year of the multi-year rolling strategy (i.e., 2025/26 financial year) and second year (i.e.,
2026/27 financial year).

(1) This plan will be monitored and updated on a continuous basis to ensure that it remains agile
to consider the ever-changing risk profite and circumstances of the municipality. The plan is
presented to the Executive Management for acceptance and to the Audit & Performance

Confidential
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Committee (A&PC) for approval after careful consideration of the circumstances of the

municipality relevant to inform the direction and development of the plan.
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Mbhashe Local Municipality Multi-Year Rolling Internal Audit Strateg! 2026/27 - 2027/28 FY

17. Conclusion

This multi-year strategy details the activities of the Internal Audit Activity for the medium-term period
from 2025/26 financial year up to and including 2027/28. It will be reviewed and updated on a continuous
basis to ensure that it remains relevant and up to date. On a quarterly basis, the Internal Audit Manager
will report progress on its implementation to the Audit and Performance Committee.

18. Appendices
A. Detailed three (3) year rolling plan
B. Resource allocation
C. Skills matrix
F. Risk register
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18. Approval of the strategic internal audit plan:

Approval of multi-year rolling internal audit strategy

This multi-year rolling internal audit strategy is submitted to the Municipal Manager for support and to
Audit & Performance Committee for approval.

Prepared by:
A. Mtyhida

(Internal Audit Manager) Date:.......cccoveviiiinnns

Suppeorted by:

Mr M.Nako
(Municipal Manager) Date:.....ccoovevvireiinens

Approved by:

Chairperson of the Audit & Performance Committee
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