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Processes for Management of Enterprise IT

Figure 2: Processes of Govemnance of ICT

1.4 COBIT Enablers

The COBIT 5 framework describes seven categories of enablers within the Governance and
Management of ICT Framework as depicted below:

a) Principles, policies, and frameworks are the vehicle to translate the desired behaviour into
practical guidance for day-to-day management.

b) Processes describe an organised set of practices and activities to achieve certain objectives
and produce a set of outputs in support of achieving overall ICT-related goals.

c) Organisational (governance of ICT)} structures are the key decision-making entities in an
enterprise.

d) Culture, ethics and behaviour of individuals and of the enterprise are very often
underestimated as a success factor in governance and management activities.

e) Information is pervasive throughout any organisation and includes all information produced
and used by the enterprise. Information is required for keeping the organisation running and
well governed, but at the operational level, information is very often the key product of the
enterprise itself.

f) Services, infrastructure and applications include the infrastructure, technology and
applications that provide the enterprise with information technology processing and services;
and

g) People, skills and competencies are linked to people and are required for successful
completion of all activities and for making correct decisions and taking corrective actions.
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Figure 3: COBIT Enablers

Enablers are factors that individually and collectively influence whether governance and
management over enterprise IT willwork. Enablers are driven by the goals cascade, whereby higher-
level IT-related goals define what the different enablers should achieve. Principles, policies and
frameworks which translate the desired behaviour into practical guidance for day-to-day
management.

2. ICT Maturity

An ICT process maturity high-level assessment was conducted using the COBIT 5 framework. The
following approach was used:

a) Only a high-level assessment was conducted to determine the ICT maturity status.
b) The following legend was used to determine the maturity of a given ICT process based on
the feedback received during the envisioning session, at the Mbhashe Local Municipality.

Level 5
Continually
Level 4 improved
Level 3 Measured
Level 2 Managed
Level 1 Defined and
implemented
Level 0 Partial
Does not exit/ Ad
hoc
6
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Figure 4: ICT Matunty principles

Alternatively, the maturity levels must be interpreted as follows:

Table 1: Explaining ICT Maturity levels

No Process maturity Description of the maturity level

Level O Does not exist/ Adhoc Process implementation is at an initial stage

Level 1 Partial Process implementation occurs but is not defined
Level 2 Defined and implemented Process implementation is defined and implemented.

Level 3 Managed

Process implementation is established and is capable of
consistently achieving outcomes

Level 4 Measured

Process implementation operates within defined limits and is
measured.

Level 5 Continually improved Process implementation is continually improved.

2.1 Motivation for MLM ICT Maturity

The Level 0 of ICT Maturity is chosen for the municipality due to the following problem statements
which surfaced during the envisioning session.

1.

2.
3.
4

o

6
7.
8.
9.
1

Lack of ICT awareness in the municipality

Inconsistent and manual processes across the municipality

Lack of easily accessible real-time relevant data

Poor customer-centric focus leading to poor customer service due to lack of IT-enabled
customer view

Lack of transparency in service delivery reporting - no system capacity to update statuses
and feedback to customers during project implementation.

Multiple handovers to do simple ICT things (heip desk related)

Poor ICT infrastructure

Inadequate processes for managing ICT user-related assets.

Document management processes

0. Multiple, siloed, fragmented and unintegrated systems across the municipality.

The implications of these problems can be summarised as follows:

Management

Lack of real-time decision support reports/ dashboards
Current manual processes creating duplication of work for employees

Limited focus on strategic thinking as more time is dedicated to the development of reports
which should be sourced from reports

Current public participation methods are limiting in assisting the municipality to manage
customer expectations

Poor return on investment with regards to user-related technologies
No alignment of current communication methods with new technological trends

Lack of change management processes leading to slow transformation and performance
improvement
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h. Data/ information is not yet regarded as an asset.

Citizens
a. Over-reliance on municipal officials for access to information

b. No real-time updates on municipal performance and project related information especially
for the public.

Limited direct access to the municipality
Poor communication has led to a perception of poor accountability and transparency
Citizens are not properly segmented to ensure effective and targeted communication

-0 a0

Free basic service delivery planning is not responsive as the registration process for
indigents is cumbersome

g. Word of mouth communication potentially leading to transmission of incorrect information
which may affect municipal initiatives

3. Responsibilities for ICT Governance processes

The ICT Governance framework of MLM has identified processes that will be monitored and audited
henceforth. The responsibilities of these processes are as follows:

Table 2: Governance processes and stakeholder responsibility

Process ID I Processes for Governance of Enterprise IT ] Responsible municipal stakeholder
Evaluate, Direct and Monitor

EDMO1 Ensure Governance Framework Setting and Municipal'Manager _ '

Maintenance ICT Steering Committee Chairperson
EDMO3 Ensure Risk Optimisation Senior Manager: Operations
EDMO4 Ensure Resource Optimisation Manager: ICT
EDMO05 Ensure Stakeholder Transparency Municipal Manager

Align, Plan and Organise
APQO2 Manage Sirategy Senior Manager: Corporate Services
APQO3 Manage Enterprise Architecture Manager: ICT
APOODS5 Manage Portfolio Manager: ICT
APQ06 Manage Budget and Costs Chief Financial Officer
APQOO7 Manage Human Resources Senior Manager: Corporate Services
APO08 Manage Relationships Manager: ICT
APO09 Manage Service Agreements Manager: ICT
APO10 Manage Suppliers Manager: ICT
APO12 Manage Risk Manager: ICT
APQO13 Manage Security Manager: ICT
Build, Acquire and Implement

BAIO1 Manage Programmes and Projects Manager: ICT
BAIO2 Manage Requirements Definition Manager: ICT
BAIOS Manage Organisational Change Enablement Manager: ICT
BAIOY Manage Assets Manager: ICT
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Process ID | Processes for Governance of Enterprise IT Responsible municipal stakeholder

Deliver, Service and Support

DSS01 Manage Operations Manager: ICT
DSS02 Manage Service Requests and Incidents Manager: ICT
DSS03 Manage Problems Manager: ICT
DSS04 Manage Continuity Manager: ICT
DSS05 Manage Security Services Manager: ICT
DSS06 Manage Business Process Controls Manager: ICT

Monitor, Evaluate and Assess

MEAO1 Monitor, Evaluate and Assess Performance and ICT Steering Committee Chairperson
Conformance
Chairperson: ICT Steering Committee
Monitor, Evaluate and Assess the System of Chairperson: Audit Committee
MEAOD2 . ) .
Internal Control Chairperson: Risk Committee

Manager: Internal Audit

It is important to note that the ICT Steering Committee will have to be managed by an independent
stakeholder, to ensure the municipality derives maximum value from its ICT investments. Also, the
immediate benefit is the fact that best practices and standards within the ICT industry will be adhered
to.

4. MLM ICT Governance documents

The following documents will be deemed as the MLM ICT guiding documents. Though interlinked,
the documents will be reviewed as follows.

Table 3: MLM ICT guiding documents

| No | Document title Review cycle
1 ICT Master plan Once annually with the IDP
. . Annually with the budget review

1a | ICT implementation plan Drocesses

2 ICT Governance framework Once annually with the IDP
3 ICT service strategy Once annually with the IDP
4 ICT Charter Once annually with the IDP
5 ICT Steering Committee ToR Once annually with the |1DP
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Figure 5: MLM ICT guiding frameworks

5. ICT Policies

This section of the charter intends to establish guidelines for the employees of MLM and to create
ICT awareness. Furthermore, the policies will create a conducive working environment; they will
standardize processes by communicating boundaries within which all employees of MLM will be
expected to operate in. Also, the policies will outline the procedures for dealing with any action that
may expose MLM to risks of unauthorized access to data, ICT assets, disclosure of information, legal
liability, and may result in disciplinary action up toe and including termination of employment and/or
criminal prosecution, should there be violations.

Table 4: MLM ICT policies ;
i | st
Nr | Title of Policy Objective ' =LY :‘)’;;Illcahon

|l

»  To outline patch management processes to ensure that the

| Lo | municipality's applications are comectly and securely

1 | Application Patch | configured with all necessary and appropriate patches and ICT unit
Management Policy system updates to prevent the exploitation or disruption of
mission-ctitical services.

« This policy seeks fo outline the data backup and recovery

Data Backup And controls for Municipal employees to ensure that the data is 5
2 Recovery Policy correctly and efficiently backed up and recovered in line with ‘ All Mbhashe ICT users
- | best practice. |
e To ensure that effective controls are communicated with [
ta | |
3 L7 Cellr?hone Da f regards to the provision, use and safekeeping of mobile | Al Mbhashe ICT users
Card Policy {
i . phones and 3G cards -
« To protect the computing environment from uncontrolled T
changes.
4 | CT Change e  To restrict service disruptions caused by necessary changes

Management Policy All Mbhashe ICT users

to be defined low-use hours. .
= To minimize the occurrence of unintended effects during the

implementation of necessary changes.
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Nr Title of Policy
ICT Disaster Recovery
5
; Plan
6 | ICT Email Policy
7 ICT Security
Management Policy
8 ICT SLA Management
Policy
9 ICT User Access
Management Policy
Records Management
10 )
Policy
- Service Desk, Service
11 Request, Incident &
Problem Management
I 1 Policy
‘ 12 Telephone
I 1 _Manag_cﬂent_ Policg_r
ICT Acceptance Use
13 .
1 Policy

|

Objective

such as data and business applications

Proper use of the e-mail solution by the municipal
employees as a tool of trade.

Proper allocation of account and best system requirements
to address municipal issues on communication.

The objective of the policy is to outline measures for
safeguarding the municipal ICT infrastructure and data by
outlining security management best praclices

The policy creates visibility of ICT services being provided to
the Municipality by Third parties — thus it outlines the
perf_ormgmce management measures to be put in place

To outline the process of granting user access within the
municipal ICT envirenment; this also entails the
management of access for employees during the termination
of service

To communicate the records retrieval, flow, document
management processes and the retention and disposal
procedure

To communicate the service fulfilment standards and
procedures of the ICT service desk

To guide the effective and efficient use of municipal
telephones.

To inform staff about their roles and responsibilities in using
ICT toolsffacilities provided to them by the Municipality

6. Policy review processes

| Policy application
| level

Qutlines the protocols for safeguarding municipal ICT assets | ICT unit

All Mbhashe ICT users

All Mbhashe ICT users

All Mbhashe ICT users
All Mbhashe ICT users

All Mbhashe ICT users

T

| All Mbhashe ICT users

All Mbhashe ICT users

All Mbhashe ICT users

The policies listed herein will be reviewed annually during the IDP cycle. Subsequently, this policy
charter will be due for review annually to ensure that updated and new policies are included in the
charter at the 1DP adoption stage.
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