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Definitions of Words
o Artificial Intelligence (Al)

Al refers to systems or software that can perform tasks requiring human intelligence,
including learning, reasoning, prediction, pattern recognition, and language processing.

e AlTool

Any software, platform, or system that uses Al techniques such as machine learning, natural
language processing, or automation.

¢ Personal Information
As defined by the Protection of Personal Information Act (POPIA).
» Human Oversight

Active involvement of a responsible individual to review, validate, and approve Al outputs
and decisions.

Background

To provide clear guidelines and a structured approach to connecting Al's potential while
mitigating its risks, ensuring that Al technologies are developed in a manner that aligns with
Municipality's socio- economic goals and values.

1. Purpose

To establish a formal governance and regulatory framework for the responsible, lawful,
development, deployment, and use of artificial intelligence (Al) systems within the municipality.

LEGISLATIVE FRAMEWORK

o Constitution Act 108 of 1996

o Municipal Finance Management Act 56 of 2003

o Municipal Structures Act, Act No. 117 of 1998.

o Municipal Systems Act 32 of 2000, Chapter 4

o Promotion of Access to Information Act 2 of 2000

o Minimum {nformation Security Standards, as approved by Cabinet in 1996,

o National Archives and Record Service of South Africa Act, Act No. 43 of
1996.

o Protection of Personal Information Act, Act No. 4 of 2013,

1.1 Introduction
Artificial Intelligence (Al) technologies are increasingly used to improve efficiency, decision-
making, and service deilivery. While Al presents significant benefits, it also introduces risks
related to data privacy, security, ethics, accuracy, and accountability.
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This policy establishes a structured framework to govern the responsible adoption, use, and
management of Al within the Municipality.

1.1.1 Scope of Application
This policy applies to:
+ All permanent and temporary employees
s Contractors, consultants, interns, and service providers

+ AllICT infrastructure, systems, applications, and devices
« All Al tools, including cloud-based, on-premises, embedded, or third-party Al solutions

This includes Al used for:

o Administrative tasks
« Technical operations
s« Data analysis

¢ Decision support

e Customer or public engagement

2 Policy Principles
All Al use within the municipality must adhere to the following principles:

2.1 Lawfulness

Al must comply with:

» POPIA

» Applicable labour laws

» |CT governance frameworks

¢ Contractual and regulatory obligations

2.1.1  _Accountability

Al systems do not replace responsibility, humans remain accountable for ali decisions and
outcomes.

2.1.2 _Transparency
Al use must be explainable, auditable, and documented where required.
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2.1.3 Fairness and Non-Discrimination

Al must not create or reinforce bias, discrimination, or unfair treatment.

2.2 Security and Privacy

Al systems must protect data confidentiality, integrity, and availability.

2.2.1 Acceptable Use of Al

Approved Al tools may be used for:

« Drafting reports, letters, and documentation (subject to review)
» Research and information analysis

« Data trend analysis and forecasting

¢ Automating repetitive ICT and administrative tasks

« Service improvement and operational efficiency

« Training, learning, and skills development

2.2.2 All outputs must be:

« Reviewed by a human
o Verified for accuracy
« Approved before official use or communication

2.2.3 Restricted and Prohibited Use

Al must not be used to:

» Upload or process confidential, classified, or personal data in public Al platforms

» Make final decisions related to employment, discipline, procurement, or legal matters
» Generate false, misleading, or manipulated information

« Conduct surveillance without legal and ethical approval

« Circumvent ICT security controls

+ Replace professional judgment in critical functions

2.3 Data Protection and POPIA Compliance

2.3.1 Data Classification

Data used in Al systems must be classified according to the organisation’s data classification
policy.
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2.3.2 Personal Information

» Personal information may only be processed by Al tools with written approval
s Consent and lawful purpose must be established
¢ Data minimisation principles must be applied

2.3.3 Data Storage and Retention

« Al tools must not retain organisational data beyond approved periods
« Storage locations must comply with data residency requirements

2.4 |Information Security Requirements

2.41 Approval of Al Tools

» All Al tools must be approved by the ICT Department before use
e Shadow Al systems are prohibited

2.42 Access Control

* Access to Al systems must be role-based
» Strong authentication mechanisms must be enforced

2.4.3 Risk Management

» Al solutions must undergo ICT risk assessments
* Vulnerabilities must be addressed before deployment

2.4.4 Incident Management

Al-related incidents must be reported immediately in line with the ICT Change Management
Policy.

2.5 Governance and Oversight
2.5.1 Al Governance Structure

The organisation shall establish governance mechanisms to;

e Review Al use cases
s Assess risks and benefits
+ Monitor compliance and performance
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25.2

Documentation

All approved Al systems must have:

Purpose and scope documentation
Risk and impact assessments

Ownership and accountability records

2.6 Roles and Responsibilities

2.6.1

2.7

Council and Senior Management

Approve Al strategy and policy
Provide oversight and accountability

ICT Section

Approve and manage Al systems
Ensure security and compliance

Provide technical support and guidance

Middle Managers

Ensure responsible Al use in their departments
Approve operational Al use cases

Users

Use Al responsibly and ethically
Protect credentials and data
Report misuse or concerns

Training and Awareness

The Municipalitymust provide training on:
Al capabilities and limitations

Ethical considerations
Data protection and security risks
Responsible use of Al tools

Training is mandatory for users with access to Al systems.
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2.7.1 Monitoring, Audit, and Compliance

e Al usage may be monitored and audited
* Non-compliance will result in corrective and disciplinary action
+ Serious violations may lead to legal consequences
2.8 Disciplinary Action
Failure to comply with this policy may result in:
o Withdrawal of Al access
¢ Disciplinary procedures

¢ Termination of contracts

e Legal action where applicable

2.9 ANNEXTURE A
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MBHASHE LOCAL MUNICIPALITY

Al RISK ASSESSMENT TEMPLATE
helpdesk@mbhashemun.gov.za

1. Al System Information

Field Details
Al System Name:
Vendor / Developer:

Department:

ICT Owner:

Purpose of Al System:

2, Data Classification

Data Type Yes No
Personal Information (POPIA)
Sensitive Personal Information

Confidential Organisational Data

O 0 0O O
O O a a4

Public Information
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3. Risk Identification

Risk Category

_Description

Privacy Risk

Impact (Low
/ Medium /
High)

Likelihood

Mitigation

Security Risk

Bias / Ethics

Accuracy
Risk

Legal /

Compliance

4. Human Oversight

Item

Is human review required?

Responsible reviewer

Escalation procedure if Al output is incorrect

5. Approval

Approval Type

ICT Approval

Legal / Compliance Approval

Management Approval

Response

O Yes O No

Name & Signature Date
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29 ANNEXTURE B
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Al USER DECLARATION & ACCEPTABLE USE AGREEMENT

|, the undersigned, acknowledge that:

1.

| understand that Al systems are support tools and do not replace human judgment.
I will not upload, share, or process confidential or personal data using unapproved Al
tools.

3. laccept responsibility for reviewing and validating Al-generated content.

4. | understand that misuse of Al may result in disciplinary action.

5. | will comply with the organisation’s ICT, Security, and POPIA policies.
User Name

Employee Number ... e

Department e e e e e e

Signature B . - TP

Date

2.11 ANNEXTURE C
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ISO 27001 & COBIT ALIGNMENT (Al GOVERNANCE)
1.1SO 27001 Alignment

ISO Control Al Application

A.5 Information Security Policies Al policy approved and communicated

A.8 Asset Management Al systems classified as ICT assets
A.9 Access Control Role-based Al access

A.12 Operations Security Al monitoring and logging

A.16 Incident Management Al-related incident reporting

A.18 Compliance POPIA and regulatory compliance

2. COBIT Alignment

COBIT Objective Al Control

EDMO3 - Ensure Risk Optimisation Al risk assessments
APO12 - Manage Risk Al risk register
DSS05 — Manage Security Services Secure Al deployment

MEAO2 — Monitor Internal Control Al audits and reviews
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STAFF-FRIENDLY Al USAGE SUMMARY (AWARENESS VERSION)
What is AI7?

Al is a tool that helps us work faster and smarter, but it does not think for us.
What You MAY Do:

Use Al to draft documents

Use Al for research and summaries
Use Al to improve productivity

Ask ICT if unsure

What You MUST NOT Do:

X Upload personal or confidential data
X Rely on Al for final decisions

X Use unapproved Al tools

X Assume Al output is always correct

Remember;
. You are responsible for Al outputs
. Always review before use

* When in doubt — ask ICT

IMPLEMENTATION
This policy shall be implemented on 1%t July 2026

REVIEWAL

This policy shall be reviewed annually.
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