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ABBREVIATIONS

MLM Mbhashe Local Municipality

ADC African Data Centres

BC Business Continuity

BIA Business Impact Analysis

DAT Damage Assessment Team

DR Disaster Recovery

DRMT Disaster Recovery Management Team
CMT Crisis Management Team

DRP Disaster Recovery Plan

HO Head Office

ICT Information and Communication Technology
IT Information Technology

LAN Local Area Network

MSP Master Systems Plan

0s Operating System

IMC Incident Management Coordinator
RA Risk Assessment

RPO Recovery Point Objective

RTO Recovery Time Objective

SLA Service Legal Agreement

SISP Strategic Information Systems Plan
WAN Wide Area Network

CMS Continuity Management System
ISO information Security Officer

IMT Incident Management System
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DEFINITIONS

. Business Continuity
Management
Lifecycle

I A series of business continuity activities within MLM that colleciively cover all

| aspects and phases of the business continuity management program, ensuring

service continuity.

Business Continuity
Management

Programme

An ongoing management and governance process, supported by MLM's top
management and appropriately resourced, to ensure the necessary steps are taken
to identify potential impacts of disruptions, maintain viable recovery strategies, and

ensure continuity of services through training, exercises, maintenance, and review.

Business Continuity
Plan (BCP)

A documented collection of procedures and information developed and maintained
to enable MLM to continue delivering critical service activities at a predefined
acceptable level in case of an incident.

Business Continuity

The approach adopted by MLM to ensure the recovery and continuity of services in

Strategy the event of a disruption or disaster.

Business Impact | A process of analysing MLM's functions and assessing the effects of a disruption
Analysis (BlA) on these functions.

Critical Activities | Essential service activities that must be performed to ensure the continuity of key
(CA) services and operational support for the municipality.

Disruption An event, whether anticipated (e.g., labor strikes) or unanticipated (e.g., natural

disasters), causing an unplanned negative deviation from the expected delivery of
educational services.

Emergency Planning

The development and maintenance of agreed procedures within MLM to prevent,
reduce, control, mitigate, and take action in response to an emergency affecting
municipality services.

Management Plan

Exercise An activity where MLM's business continuity plans are rehearsed in part or in whole
to ensure they contain appropriate information and produce the desired results.
Disaster Recovery | The provision of iT-related infrastructure, facilities, data, and expertise to enable
(DR) MLM to recover essential business systems supporting education services following
a disruption.
impact The evaluated consequence of an incident on MLM's service delivery and
_ operations.
“Incident A situation that could lead to or cause a disruption in the provision of services, loss
of resources, emergency, or crisis within MLM.
Incident A clearly defined and documented action plan for MLM to use during an incident,

covering key personnel, resources, services, and necessary actions for managing

{IMP) disruptions.

Invocation The formal declaration that MLM's Business Continuity Plan (BCP) must be
activated to ensure the continued delivery of municipal services.

Likelihood The probability of a disruptive event occurring in MLM, assessed objectively or

subjectively using various methods, including historical data and risk evaluation.
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Loss

A negative consequence affecting MLM, such as financial loss, reputational

damage, or service disruption in education delivery.

Maximum Tolerable
Period of Disruption
{MTPD)

The maximum duration beyond which MLM's ability to provide essential services
will be severely impacted if operations are not resumed.

Organisation

MLM, including its service providers, administrative offices, and stakehoiders
involved in providing services.

Recovery Time
Objective (RTO)

The target time set for MLM to resume service delivery, operational activities, or [T
system recovery following an incident.

Resilience

MLM's ability to withstand and recover from disruptions while continuing to provide
services.

Risk Assessment
(RA)

The overall process of identifying, analysing, and evaluating risks that may impact
MLM’s ability to deliver continuous education services.

DISASTER RECOVERY PLAN
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1. OVERVIEW

1.1. Purpose

The purpose of this ICT Disaster Recovery Plan (DRP) is to outline how the Mbhashe Local
Municipality (MLM) will respond to and recover from disruptive incidents affecting critical ICT
functions. This plan ensures that MLM can restore essential systems and services within defined
timeframes, minimizing operational downtime and safeguarding the continuity of services.

The DRP details the necessary resources, actions, tasks, and data required to manage the recovery
process in the event of a significant disruption. It provides structured procedures to guide MLM from
the onset of an incident through to the full restoration of normal ICT operations. The plan applies to
all critical ICT functions supporting municipal services at MLM's primary location at 454 Streatfield
Street, Dutywa, 5000,

All personnel involved in ICT service continuity, including internal and external stakeholders, are
expected to follow this plan when responding to incidents. The DRP is informed by the findings of
the ICT Impact Analysis and Strategy phases of MLM's Business Continuity Management program.

1.2. DRP Scope

This DRP addresses the worst-case scenarios involving the complete loss of facilities or access to
them. 1t is also adaptable to lesser disruptions, such as the failure of a single system, network
component, or area of infrastructure.

The plan details the recovery of MLM's critical ICT services and functions provided at 454 Streatfield
Street, Dutywa, 5000. This DRP is designed to guide MLM from incident response through full
restoration of ICT operations, ensuring minimal disruption to administrative functions across all
districts.

1.3.  DRP Objectives

The primary objective of this Disaster Recovery Plan (DRP) is to ensure the timely restoration of
MLM's critical ICT functions within the defined Recovery Time Objectives (RTOs). This will help
minimize disruptions and maintain the continuity of educational services.

To achieve this, the DRP aims to:
» Protect human life and ensure the safety of all personnel.
« Safeguard MLM's ICT infrastructure and assets.
¢ Minimize the impact of service disruptions on municipal delivery.

» Restore critical ICT services to normal or near-normal levels as quickly as possible.

m——— = e e e R R |
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« Ensure efficient coordination among recovery teams to prevent minor incidents from

escalating into major disasters.

The DRP is based on the following principles:
« Proactive preparation to mitigate potential disruptions.
s Planning for worst-case scenarios while maintaining adaptability.
» Thorough assessment of potential impacts on MLM's operations.
o Efficient response management with clearly defined roles and responsibilities.
s Accurate, timely, and secure communication during recovery efforts.
« Compliance with public and legal expectations regarding ICT continuity.
« Proper documentation of response and recovery activities for accountability and future
improvements.

14. Reference Documents
» IS0 22301 standard, clause 8.4
o ISO/IEC 27001 standard, clause A.14.1.3
» BS 25999-2 standard, clause 4.3
o List of statutory, regulatory, contractual and other requirements
+ Business Continuity Strategy

1.5. Maintenance and Review

Once this DRP is established and tested, it must be reviewed and updated regularly to account for
changes in the business environment, ICT infrastructure, and available recovery solutions. Given the
evolving nature of technology and education service delivery, maintaining an up-to-date DRP is

critical to ensuring resilience and preparedness.

To maintain its effectiveness, this DRP will be subject to:

1. Quarterly disaster recovery testing to validate the effectiveness of recovery strategies and
response procedures.

2. Annual testing of other disaster recovery components, including tabletop exercises,
walkthroughs, and full-scale simulations.

3. Periodic reviews by the DRP team and, ideally, a dedicated DRP test team, with a minimum
review frequency of once per year.

4. Updates following any major changes in software, infrastructure, or ICT service architecture,
including new software releases, system upgrades.

5. Updates in response to significant changes in business unit processes, personnel, or
organizational structure to ensure alignment with MLM's operational needs.

DISASTER RECOVERY PLAN 8



The ICT Manager is responsible for maintaining, implementing and distributing the DRP. All updates
to this plan must go through the formal Change Management Process, ensuring proper
documentation, approval, and communication of modifications. Additionally, individual recovery
procedures must be updated by their respective owners to reflect any changes in recovery strategies
or operational requirements.

1.6. Assumptions
For this DRP to he effective, all identified resources, processes, and arrangements must be in
place. The following assumptions and prerequisites have been established to guide the

development and implementation of the plan. Since this DRP addresses a worst-case scenario,
the following conditions are assumed:

e Availability of Competent Personnel - Qualified staff will be available to respond to and
manage the disaster. If key personnel are unavailable, designated alternates with sufficient
knowledge and experience will assume responsibility.

* Regular Data Backups - All vital records, data, and files essential for recovery are backed
up and stored by MLM's backup policy.

« Remote Work Capability - Some staff members will work remotely via secure
communication channels, as the designated disaster recovery site may not accommodate
the entire workforce.

+ Disaster Recovery Site African Data Centre (ADC) AIP - Critical ICT systems, applications,
and data are replicated and maintained at the Site African Data Centre (ADC) Disaster
Recovery Centre, ensuring redundancy and operational continuity.

e Redundancy and Best Practices - The MLM Management Team has ensured that ICT
infrastructure, services, and utilities adhere to industry’s best practices. Redundant
systems and processes are in place at the Site African Data Centre (ADC) Disaster
Recovery Centre, including necessary external interfaces,

+ Internet Connectivity - Reliable internet access is guaranteed at the disaster recovery site,
enabling continued ICT operations and connectivity for remote users.

1.7.  Plan Approval
This DRP is owned and must be signed by the ICT Manager.

1.8. Distribution of the Plan
The DRP is securely stored and maintained in a dedicated cloud-based repository, ensuring
accessibility, version control, and security. Authorized personnel designated by MLM management

can access the |atest version of the DRP via a restricted SharePoint folder, eliminating the need for

DISASTER RECOVERY PLAN 9



physical copies and reducing the risk of outdated or misplaced documents.

Access to the DRP is strictly controlled, with permissions granted only to individuals directly involved
in disaster recovery efforts. Any modifications to the plan must go through MLM's Change
Management Process, ensuring that all updates are reviewed, approved, and properly documented
before implementation.

To maintain confidentiality and security, the DRP should not be printed unless necessary. If a printed
copy is required, it must be securely stored.

1.9. Returning Plans

When a designated plan holder is no longer associated with the disaster recovery process or leaves
MLM, their access to the cloud-based repository must be revoked immediately by the ICT Manager.
ICT Manager is responsible for ensuring that a replacement team member is designated, granted
appropriate access, and adequately trained in the DRP and their role in the recovery process.

2. DISASTER RECOVERY PLANNING PREREQUISITES

21. Business Impact Analysis and Risk Assessments

ICT Manager will take responsibility for leading the Crisis Management Team, which is responsible
for coordinating communication with all activities. Responsibilities for communicating with
interested parties are specified in the Incident Response Plan - Appendix 4 - Incident Response
Plan.

2.2. Internal and External Reviews

The internal audit division will be responsible for auditing the ICT Continuity Management Policy
at agreed time intervals. The ICT Manager will ensure that Disaster recovery Plans are tested and
audited at planned intervals.

The audit resuits from the above must provide input into the management review of the ICT
Continuity Management Policy.

23. Appointments and Authorities

The purpose of the Crisis Management Team is to make all key decisions and coordinate actions
during the disruptive incident; the purpose of the Crisis Management Support Team is to relieve
the Crisis Management Team from administrative and other operational activities, to focus on
managing the disruptive incident. Members of the Crisis Management Support Team are directly

responsible to the Crisis Management Team.

DISASTER RECOVERY PLAN 10



The following bodies are formed when a disruptive incident occurs:

Members:

Role:

Head of Corporate| Make allkey decisions and coordinate actions during the disruptive incident.

Services

ICT Manager Monitoring recovery operations; managing the Recovery teams and liaising
with MLM management and users as appropriate; notifying senior
management of the disaster, recovery progress and problems.

ICT Deputy Manager Serve as a main contact for the coordination of disaster recovery efforts,

Assist in developing, monitoring, managing and promoting programs and
initiatives related to disaster recovery efforts in coordination with community partners

and consultants.

Members:

Role:

internal Auditors

To determine if all disaster recovery objectives are aligned with the
department's operations.

ICT Deputy Manager

Informing employees abeout the invocation of recovery plans.

o

ICT Manager

Ensuring that all documentation for standards, operations, vital records
maintenance, application programs etc. are stored in a secure/safe

environment and reassembled at the standby facilities, as appropriate.

Table 1 - Appointment and Authorities

Recovery managers for individual activities are appointed in the recovery plans for the said

activities.

How small incidents related to IT and communication| System Administrator & ICT Persconnel

technology are resolved.

How all other small incidents are resolved

System Administrator, Risk Officer and Risk
Champs.

Deciding to invoke recovery plans

System Administrator & Manager ICT

Deciding on the selection of the alternative site OHS Officer and Manager Facilities

(use of close or remote alternative site)

Implementing all tasks necessary for the recovery off System Administrator & Manager ICT

individual activities

DISASTER RECOVERY PLAN 11



Content of communication for different interested Manager Communication
parties.

Selecting information to be provided to the public media| Manager Communication
during a disruptive incident

Purchases during disruptive incident Manager SCM

Table 2 - Recovery Managers
3. COMMAND CENTRES

The Command Centres are intended to be used by the Incident Management Team. The Incident
Management coordinator (IMS) wiill activate the appropriate initial Response Team (IRT) to direct
the recovery efforts in the event of an interruption to business functions. Two locations have been
prearranged to serve as the Command Centres. Responsibilities and procedures for activation of
any of these facilities are defined in the Task Descriptions for the Incident Management Team.

3.1. Primary Command Centre

The Primary Centre will be a designated location near the normal business facility. This is to be
used if the disaster did not impede access to the building. The primary command Centre is at 454
Streatfield Street, Dutywa, 5000, if this building is not accessible, the MLM Dutywa Town Hall
(Town Hall, No 100, Kiddel Street )} building will be the primary command Centre.

3.2. Secondary Command Centre

This Command Centre is located at Dutywa Town (Town Hall, No 100, Kidde! Street)

Command Centre Contacts: Contact's:

Location:

Mr Xolisa Susela (Manager | 063 691 0257
Facilities)

Mr Simphiwe Ntshinga 066 484 5934

OHS Officer

401 Old Pretoria Main Road in Midrand and 17 Waterloo Road in Centurion

Table 3 - Command centres

e e e e e e s R )
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3.3. The Recovery Facilities

The Recovery Facilities are intended to be used by the business unit recovery teams to restore
business operations and support ICT infrastructure in the event of a disaster. The Disaster
Recovery Centre has been prearranged to serve as the recovety facilities (Disaster Recovery
Centre), depending on the availability and the nature of the disaster.

4. DR TEAM (ROLES AND RESPONSIBILITIES)

The DR Team is responsible for ensuring the swift recovery of MLM critical IT infrastructure,
applications, and data following a disruptive incident. The team follows a structured approach to
restoring operations while minimizing downtime and ensuring business continuity. Each member of
the DR team has a defined role in facilitating an effective and coordinated recovery process.

Management
Team Lead

I T T T T T 1
infrastructure A';plluﬂo:s Communications SCMW Team HR Team Lead Facliites Team Finance Team
Team Lead Lead Team Lead Lead Lead Lead

Figure 1 - DR Team

41. Crisis Management Team Lead: Risk Manager
o Acts as the primary decision-maker during ICT-related disasters.
¢ Coordinates communication with stakeholders (management, staff, and external
parties).
+ Ensures alignment with the overall DRP
+ Authorizes the activation and deactivation of the DRP.
4.2, ICT DR Team Lead: ICT Manager
e Leads the ICT disaster recovery team and reports directly to the Crisis
Management Team Lead.

¢ Evaluates the impact of disruptions on ICT services and prioritizes recovery
actions.

¢ Ensures the DRP is followed and updated as needed.
4.3. Infrastructure Team Lead: Deputy ICT Manager

» Assesses and repairs damage to servers, storage systems, and data centres.

DISASTER RECOVERY PLAN 13



44,

4.5.

4.6,

4.7.

4.8.

4.9,

Oversee backup and restoration processes for critical systems.

Collaborates with the network and applications teams to ensure seamless
infrastructure support.

Network and Applications Team Lead: ICT Administrator

Ensures critical applications are operational within Recovery Time Objectives
(RTO).

Coordinates with vendors and software providers for application support.
Diagnoses and resolves network outages or performance issues.

Restores access to local area networks (LAN), wide area networks (WAN), and

internet services.

Ensures network security during and after the recovery process.

Communications Team Lead: Marketing and Communication Officer

Provides timely updates to staff, students, and stakeholders regarding ICT service
status.

Manages crisis communication through emails, announcements, and other
channels.

Collaborates with HR and SCM teams for unified communication strategies.

SCM (Supply Chain Management) Team Lead: Supply Chain Manager

Ensures procurement and availability of necessary ICT equipment and resources.
Procures hardware and software during recovery efforts.
Manages vendor contracts and service-level agreements (SLAs).

Ensures timely delivery of essential ICT components.

HR Team Lead: HR Officer

Supports ICT staff with resources and guidance during extended recovery efforts.
Manages workforce communication and coordinates alternate work arrangements
if needed.

Addresses employee concerns and escalates critical personnel issues to
leadership.

Facilities Team Lead: Facilities Manager

Ensures that physical spaces and facilities support ICT recovery efforts.
Secures the physical environment (e.g., server rooms, recovery sites).
Coordinates access to alternative sites if primary facilities are compromised.

Ensures facilities are equipped with power, cooling, and other essential services

Finance Team Lead: Finance Manager

Manage and allocate financial resources necessary to support the disaster

recovery process, including investments in technology, backups, and personnel.

DISASTER RECOVERY PLAN 14



e Ensure that the finance department is prepared with a budget to support
emergency or unplanned disaster recovery actions.

5. RECOVERY SCENARIOS

In the event of a disaster, MLM will activate its DRP to restore critical operations. For unavailability
of ICT infrastructure, systems, or data, MLM will leverage DRaaS, backup systems, and ADC data
centre to minimize disruptions to essential services. In case of a destructive loss of a building,
operations will be relocated to designated district offices, with temporary office spaces and digital
platforms ensuring continuity.

If human resources are impacted, contingency workforce strategies such as reassignments,
temporary hiring, and remote work will be implemented to maintain operations. For supplier
unavailability, MLM will activate emergency procurement processes, engage backup vendors, and
utilize strategic stockpiles to ensure uninterrupted service delivery.

I

Scenario 'FM-#ﬁ}T.-iIHﬁ'F_Ei:: tructive |Human [tm-w.m.mmw of | Example of  [Strategy
'Z‘lil.f I‘Ef 2

ss of resource:

suppliers Incident

{ L l
Eﬁ}-ﬂmmhlf- I uilding '
j['*';mm-ﬂi} ta |
i | | | il : |
1 X v k. ICT Systems are [MLM DR Site is at ADC, where
not available orkloads are replicated. All

ritical servers create a copy of
all critical servers, namely, AD,
DC, Proxy server. This is how|
fully mirrored site duplication is
achieved for all critical servers. in

the event of disaster, MLM can

failover to the DR site.

CT DepartmentiThe ICT Team will work from
orkspace home.

at
54 Streatfield
Street, Dutywa,
000 is

usabie or

not

ccessible
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Scenario Unavailabil Destructive |Human Unavailability of | Ex

Loss of resources Suppliers
.1'l|![|?[:[4

ik

To request ltff to always be

are not available Evailable with skilled resources,
s MLM will need to have

redundancy on resources.

Have suppliers on standby.

Table 4 - Recovery Scenarios

e ey
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6. High Level Architecture
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Figure 2 - Network Diagram

6.1. Technical Applications Requirements

The table below outlines the critical services, the applications required to support them, and their
respective RTO and RPO. Connectivity services must be restored before recovering the Domain
Controller (DC) and Messaging Services, as these are foundational for authentication and
communication across all ICT systems. The RTO defines the maximum acceptable downtime for

each application, while the RPO determines the maximum allowable data loss in case of disruption.

Critical Services

| Financial management Sage Mo {1 hour 15 mins
| Supply chain
management

DISASTER RECOVERY PLAN 17



Critical Services

DISASTER RECOVERY PLAN

Table 5 — MLM Applications

| Email Services Mimecast No 1 hour 15 mins
Human Resource and SAGE 300 | No 1 hour 15 mins
Payroll People
Email Services Microsoft 365 MNo 1 hour 15 mins
MS Suit
Network management Active Directory | Yes 1 hour 15 mins
Security (Antivirus) (ESET Endpoint | Yes 1 hour | 15 mins
Antivirus)
Records Management Electronic Yes 1 hour | 8 Hours
Document and
Records
Management
System (EDRMS)
Print Services XEROX Yes 1 hour 8 Hours
Internet Security Fortigate Yes 1 hour 15 mins
Networking Cisco Series Yes 1 hour 15 mins
i Web Services Website 1 hour 15 mins
T Support services Help Desk 1 hour 15 mins
Internet Accessibility Proxy Server 1 hour 15 mins

18



6.2. Applications not under IT’s Control

Mimecast Cloud AlP Review SLA

Microsoft 365 Cloud AlP Review SLA NO
SAGE 300 | Cloud CCG Review SLA NO
People

Sage Cloud CCG Review SLA NO
Website Cloud SMS ICT Choice Review SLA NO
Central Supplier | Mbhashe Local | CCG Review SLA NO
Database Municipality

ICT Choice MTN MTN Review SLA NO

Table 6 - Applications not under IT's Cornitrol

7. RECOVERY PHASES
The recovery phases provide a structured approach to managing and mitigating the impact of
disruptions or disasters. This structure ensures business continuity by systematically addressing
each stage of the recovery process. It is divided into five key phases:

» Preparation, where potential threats are assessed.

e Emergency Response, which involves immediate crisis communication and damage

assessment.
¢ Recovery Operations, focusing on system restoration and service resumption.
+ Normalization, which verifies business functionality and resumes normal operations.

e Post-Recovery, where documentation and lessons learned help refine future DRP strategies.

e e e e
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DRP RECOVERY PHASES
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Figure 3 - Recovery Phases

The table below details each phase of the Disaster Recovery Plan (DRP), including descriptions, key

activities, and output.

Preparation Phase

[[SUBPRASE]

occurred, including evaluating triggers and alerts.

Initial Assessment

Evaluating the scope, severity, and potential impact of the
incident on MLM operations and resources.

Response Phase

Communication

DRP Activation Activating the Disaster Recovery Plan to initiate formal
response and recovery efforts, ensuring team readiness,
Appendix 6 - for the Activation Criteria.
Emergency Crisis Establishing clear and consistent communication channels to

manage all MLM stakeholders and minimize panic, see
Section 7.1.

e = == e =
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Damage

Assessment

Assessing the extent of damage to infrastructure,

applications, data, and facilities to prioritize recovery

Appendix 5 - Damage Assessment Form.

Team Mobilization

Deploying pre-designated recovery teams and resources to
manage the immediate aftermath and stabilize operations,
Appendix 2 - DR Team.

Recovery

Operations Phase

System Recovery

Restoring critical IT systems and infrastructure to a functionai

state, focusing on minimizing downtime.

Data Restoration

Recovering and validating lost, corrupted, or unavailabie data

to ensure continuity of MLM operations.

Phase

Resumption

Service Ensuring that essential business services are brought back
Resumption online and accessible to users and stakeholders.
Normalization Business Returning to full-scale business activities by transitioning from

recovery operations to normal workfiows.

Verification &

Testing

Conducting rigorous checks to ensure restored systems and
processes are stable, reliable, and compliant.

Return to Normal

Finalizing the transition to steady-state operations, ensuring

Operation no lingering impacts from the incident.
Post-Recovery Incident Compiling a detailed record of the incident, response actions,
Phase Documentation and recovery efforts to create an audit trail.
Lessons Learned Reflecting on recovery processes to identify strengths,
weaknesses, and opportunities for future improvements.
DRP Updates Revising the Disaster Recovery Plan to address any gaps or
inefficiencies identified during the incident.
Table 7 - Recovery Aclivities
71. Communication Plan

Establish a clear and effective communication strategy to keep all stakeholders informed during and

after a disaster, ensuring a coordinated response and swift recovery.
7.1.1. Stakeholder Identification
Identify the key stakeholders who need to be informed during a disaster recovery process:

Internal Stakeholders:

o Disaster Recovery Team

o Executive Management

o Department Heads

Emergency response team

All Employees

External Stakeholders:

Service Providers

DISASTER RECOVERY PLAN 21



Customers

7.1.2. Contact Lists

Maintain an up-to-date contact list for all stakeholders, including primary and secondary
contact persons, their roles, and preferred communication channels. The primary contact
Person’s list shall be updated as and when necessary.

7.1.3 Primary Contact Persons (DRT Team) will consist of the following:

Role Appointed Person

OHS Labour & OHS Officer
Risk Champs Risk Officer

ICT DR Team Lead Manager ICT

Network and Applications Team Lead ICT Administrator
Communications Team Lead Manager Communication

SCM (Supply Chain Management) Team Lead | Supply Chain Manager

HR Team Lead HR Officer
Facilites Team Lead Facilities Manager
Finance Team Lead Finance Manager

Table 8 - DR Team

Emergency Response Team

Emergency Team Telephone/Cell phone
Ambulance 10177

Police 10111

Hospital 10177

Fire 043 8311275

Table 9 - Emergency Table

7.1.4. Communication Channels
Utilize multiple communication channels to ensure redundancy and reach:
« Email: For detailed communication and formal updates.
o« Phone Calls: For urgent and direct communication, especially with key
stakeholders.
¢« SMS/Text Messages: For brief, immediate alerts or updates.
+  WhatsApp: For quick team coordination and updates.
« Internal Intranet/Portal: For posting regular updates accessible by all employees.
+ Press Releases/Public Announcements: (Manager Communications) For
media and public communication (if needed) (through Mbhashe FM, Umhlobo
Wenene FM, and Municipal Social Media Handles)
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7.1.5. Communication Plan Execution

Incident Detection: Immediately inform the Disaster Recovery Team and
Executive Management.

Initial Notification: Send the initial incident notification to all identified
stakeholders within 30 minutes of incident detection.

Ongoing Updates: Provide status updates every 2 hours (or as needed) until the
recovery is complete.

Recovery Completion: Notify stakeholders once all systems are restored and
operational.

Post-Incident Review: Schedule and conduct a review meeting within 48 hours
of incident resolution.

7.2.  Sites and Transportation

ICT Mnager is responsible for ensuring access to each provided alternative site using municipal

vehicles.

7.3.  Directions to Disaster Recovery Centre

Building name/site; African Data Centres

Floor: 1st

Block: 401 Qld Preteria Main Road in Midrand
Road: Innovate Park, Midrand 1685, South Africa

Town: Pretoria

Natonal Rark

y Gabarana a.—
. i

/
IJ
4 JPretoria

# Johannesburg
Eswatini

= jumberley 0__ ’-‘h\_ s fmduu
- rll :
&3 10 hr 26 min ¢ * i
Fidkm |\\f/ » Durban
F o4 \ PE XTI R

South Africa ;
; :
{m; 10 hr 56 min 5 » mnathu
994 hm LA '-:.'\\J. Mbhashe Locat

Municipality

Figure 4 - Secondary Site
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8. RECOVERY PROCEDURES

8.1. Scenario 1: Unavailability of ICT Infrastructure/Systems/Data
ICT systems are not available
ST AT O e o BRI~ & PN N el L S U AT S L e 11+
Assess the extent of the system outage and identify affected | ICT Disaster Recovery Team
servers and services.
2 Activate failover to the Disaster Recovery (DR) site at ADC, | iCT Disaster Recovery Team
where critical servers are mirrored.
3 Notify stakeholders, including ICT staff, department heads, and | ICT Manager & Communications
end-users, about the system recovery process and expected | Team
resolution time.
4 Restore backup data from the replicated servers at the DR site | Backup & Recovery Team
to ensure business continuity.
5 Monitor and test system functionality to confirm full operational | Network & Systems Team
recovery.
6 Conduct a post-incident review to identify gaps and improve | ICT Team & Risk Management
future recovery processes. Champs
8.2. Scenario 2: Destructive Loss of Building

ICT Department workspace at 454 Streatfield Street, Dutywa, 5000, is not usable or accessible

STEP | ACTION WHO 1S REPONSIBLE

1 Declare the building unfit for use and assess the impact on ICT | Facilites Management, OHS
operations. Officer & ICT Manager

2 Relocate ICT staff to district offices or designated alternative | Manager Facilities, HR & ICT
locations. Manager
Enable remote access solutions to allow work continuation. Network & Security Team
Set up temporary ICT workstations with essential equipment at | ICT Technician, ICT Network
the alternative site. Administrator

5 Communicate new working arrangements to all ICT staff and | Manager Communications & HR
stakeholders. Team

6 Develop a long-term recovery plan for office restoration or | Senior Management & Manager
relocation. Facilities
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8.3. Scenario 3: Human Resources Shortage
Critical ICT staff are not available

essential ICT functions.

STEP | ACTION ; _ - | WHO IS REPONSIBLE

1 Ider;tify the missing critical personnel and assess the impact on | ICT Manager & HR Team
operations.

2 Activate backup personnel who have been cross trained for | ICT Disaster Recovery Team

3 Engage contracted IT professionals or external service
providers if internal resources are insufficient.

Manager SCM & Manager ICT

4 Implement remote work solutions to allow absent staff to
provide support where possible.

ICT Network Administrator & ICT
System Administrator

5 Ensure key documentation, such as system recovery guides, is
available for alternative staff to follow.

IT Govemance & Compliance
Team

6 Develop a redundancy plan, ensuring continuous training and
knowledge transfer among ICT personnel.

Manager ICT & Manager Human

Capital

8.4. Scenario 4: Unavailability of Suppliers

Shortage of critical supplies

'STEP | ACTION

WHO 1S REPONSIBLE

1 Identify the critical supplies that are unavailable and assess
their impact.

Manager SCM & Manager ICT

Activate alternative suppliers from pre-approved vendor lists.

Manager SCM & Manager ICT

Initiate emergency procurement procedures to acquire

necessary equipment and services.

Manager SCM & Finance Team

4 Utilize stockpiled essential ICT supplies where available.

Manager SCM & Manager ICT

5 Engage with suppliers to negotiate expedited deliveries and
alternative supply solutions.

Procurement & Supplier
Management

8.5. Scenario 5: Cyberattack

Ransomware attack encrypts critical data

ensuring malware is removed.

STEP | ACTION WHO IS RESPONSIBLE

1 Dete_ct and isolate affected systems to prevent further spread of the | ICT Support Team
attack.

2 Notify key stakeholders, including ICT leadership, executive | ICT Manager & Response
management, and law enforcement if required. Team

3 Analyse the nature of the cyberattack and determine the best | ICT Support Team
course of action,

4 Restore affected systems from the latest secure backups while | Manager ICT, Backup &

Recovery Team
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[WHO IS RESPONSIBLE
Manager ICT, & Risk Officer

5 Conduct a post-incident security assessment and implement
additional security measures.

6 Review policies and update the Cyber Incident Response Plan to | ICT Leadership & Governance
prevent future occurrences. Team

9. RECOVERY ACTIVITIES

Below is a detailed breakdown of each phase, highlighting key activities, their locations, responsible
parties, and corresponding descriptions.

9.1 PREPARATION PHASE

any immedate observz

L__& .. il el ] R = b T B

MLM Head Office

2 Initial Relevant - Conducta prelimina assessmn
Assessment Department to identify immediate risks to
Manager, personnel, ICT systems, data, and
Designated Staff critical infrastructure.

« Report affected areas, assess the

scope of damage or disruption, and
prioritize actions to contain further
harm.

» Document observations, including
visible damages, environmental
hazards, and immediate actions

e e e ey et ey
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taken, to guide the next steps in the
recovery process.

« Ensure staff safety is prioritized

during the assessment.

4 DRP [ Office or Command | Disaster Recovery « Upon receiving notice of a disaster,

Activation Centre (DR) Team Lead initiate the plan activation process.
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9.2. EMERGENCY RESPONSE PHASE

Damage Incident ICT Manager, | *+ Conduct a thorough
Assessment Site/Office Emergency assessment of infrastructure,
Management systems, and data loss.
Team (EMT) * Report findings and decument

the extent of damage.
* Compile recommendations for

immediate action and

mitigation strategies.

9.3. RECOVERY OPERATIONS PHASE

WMM _ Application Lead - network access.

|

[Data ~ |ADC | ICT Recovery Lead, | + Retrieve data from backups.
Restoration Team + Validate data integrity and
completeness

» Address corrupted or missing

files.
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9.4. NORMALIZATION PHASE

Testing

9.5. POST-RECOVERY PHASE

F_z-':-:--: T FT T T T T T [T A T

Lessons Learned | Head Office
Analysis

DISASTER RECOVERY PLAN

Vicatioand HeadOfﬁce ==

. Test all restored syste.
applications, and processes.

» Validate data integrity and ensure
recovery goals are met.

» Address outstanding issues before

full business operations.

T M apre] B I s e | i

DR Team

Analyse the incident response '

and recovery efforts.
Identify strengths, weaknesses,
and areas for improvement.
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4 Post-Recovery Head Office CMT, DR Team + Conduct a formal review

Review meeting with stakeholders.

* Discuss the recovery process,
highlight  successes, and
imptement further
recommendations.

10.  TRAINING

Planned awareness campaigns will be conducted annually to ensure that all relevant staff are
familiar with the Disaster Recovery Plan and their responsibilities. These campaigns will be
designed to keep staff updated on any changes to the plan and to reinforce the importance of
preparedness and timely response in the event of a disaster.

11.  TESTING AND EXERCISING
To ensure the effectiveness of MLM Disaster Recovery Plan (DRP), testing must be conducted. These
tests help identify weaknesses, validate recovery procedures, ensure readiness for potential
disruptions, and support continual improvement. Testing should involve the Disaster Recovery (DR)
team, ICT personnel, senior management, and key municipal units. Each test must be documented,
and results should be analysed to improve future responses.
11.1. Cyberattack Readiness Assessment
Before conducting DRP tests, MLM must assess it cyberattack readiness to ensure the
department is prepared for potential threats such as ransomware, phishing attacks, data
breaches, and system intrusions. This includes;
« Incident Response Simulation — Test the department's ability to detect, respond,
and contain cyber threats.
« Access Control & Authentication Checks — Ensure that role-based access control,
two-factor authentication, and security policies are properly enforced.
« Backup Integrity Verification — Validate that data backups are secure, encrypted,
and recoverable after a cyberattack.
11.2. DRP Testing Scenarios
Once MLM has verified cyberattack preparedness, DRP testing can proceed using different
testing methods:
i. Walkthrough Testing (Tabletop Exercises)
This is a discussion-based exercise where DRP team members review the DRP step
by step. It ensures that all roles and responsibilities are clearly understood and helps
identify potential gaps in the plan. This method is particularly useful for training new
staff and reinforcing the response strategy for existing personnel.
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ii. Simulation Testing
This is a scenario-based test that simulates real-world disruptions such as
cyberattacks, power failures, network outages, or system failures. Teams follow DRP
procedures to assess their response under pressure. This test evaluates
communication protocols, decision-making processes, and response times, providing
insights into technical and operational challenges that may arise during an actual
disaster.
iii. Technical Recovery Testing (Failover Test)
This test focuses on IT infrastructure, data recovery, and backup restoration. It ensures
that backup systems can be successfully restored and that critical applications function
as expected in a failover scenario. The test:
+ \Verifies the integrity of backup data
e Assesses compliance with RTOs and Recovery Point Objectives RPOs
e Ensures minimal data loss
These tests are conducted in a controlled environment to prevent disruptions to live
operations while validating the effectiveness of recovery strategies.
iv.  Full-Scale DRP Testing
This is the most comprehensive approach, simulating a real-world disaster scenario. It
involves:
¢ Activating the entire DRP, including failover to backup systems
* Engaging key personnel across departments
e Testing communication and coordination efforts
This test evaluates MLM's ability to restore operations across multiple departments,
ensuring ICT service continuity for schools, administrative offices, and educational
stakeholders. It provides valuable insights into gaps in the DRP, allowing MLM to refine
recovery strategies and improve preparedness for actual incidents.

12. COMPLIANCE

Any failure to comply with this procedure will be dealt with according to the municipal disciplinary
code of conduct. Non-compliance may result in corrective actions, including disciplinary measures,
depending on the severity of the infraction. All staff must adhere to the guidelines outlined in this
procedure to ensure effective disaster recovery.

13. REVIEW CONDITIONS
The ICT manager is responsible for the maintenance and ongoing relevance of this plan. This plan
will be reviewed after 12 months or when the department's infrastructure, operations, or regulatory
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requirements change significantly. Regular reviews ensure that the procedure remains effective
and aligned with best practices in disaster recovery.

APPENDICES

Appendix 1 - Veeam Recovery Procedure

This section specifies “step-by-step” procedures to be followed in the event of a covered disaster
event. The DR solution- Veeam that MLM has in place allows the selection of multiple workloads or

servers to be fail over at once but also provides the option of failed over per server. The DR solution,
Veeam workload approach, makes recovery of data and applications faster. The DR team must be
well-trained in using Veeam, to be able to follow the procedure stated in the event of a disaster.

s Pre-Recovery Steps

o}

Before recovery, make sure your backups are intact. Use Veeam's Sure Backup

feature, which automates the process of verifying the recoverability of backups.
Ensure you have access to the Veeam Backup & Replication console and the
backup repository where the data is stored.

» Recovery Types in Veeam

Recovery Type

Use Case

Procedure

Full VM Recover

To restore an entire
virtual machine (VM) in
case of failure or

corruption.

Open Veeam Backup & Replication Console.

Go to "Home" and select "Restore”, then choose "VMware"
or "Hyper-\V".

Select "Restore from Backup", then choose "Entire VM
Restore".

Choose Restore Mode.

Restore the VM by running it directly from the backup file
without waiting for a full recovery for instant VM recovery. Or
Restore the entire VM to its original location or a new location
by selecting Full VM Restore.

Choose the Restore Point from the list of backups.

Select the Destination for the VM (original or alternate
location).

Confirm settings and Start the Restore process,

Monitor progress and verify once complete.

Instant VM
Recovery

For high-priority VMs
that need to be back

online quickly.

in the Veeam Console, go to "Home" and select "Restore",
Cheoose "VMware" or "Hyper-V".

Select "Instant VM Recovery".

Select the VM and the specific Restore Point.

Choose to recover ta the original location or a new location
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Start the restore process, and the VM will run directly from the
backup file while the full restore takes place in the
background.

Verify the VM functionality once it's online.

Recovery restore individual files
or folders from a
backup.

File — Level VWhen you only need to

Go to Home > Restore and select "Microsoft Windows" or]
"Linux", depending on the source VM.

Choose "Restore from backup”, then select "Guest Files
(Windows)" or "Guest Files (Linux)".

Select the Restore Point.

Browse the file system in the backup.

Select the files or folders you want to recover.

Choose the Restore Location (either to the original location or]
to a different path).

Start the recovery process.

Verify the restored files.

Application Item For recovering
Recovery individual application
items from databases.

e ¢ &

3

Open Veeam Console and go to Home > Restore.

Select "Application Items" and choose the corresponding
application (e.g., Microsoft Exchange, SQL, SharePoint, or]
Active Directory).

Select "Restore from Backup".

Choose the backup Restore Point.

Use Veeam Explorer for the specific application to browse and
select the items to recover.

Restore individual items or entire databases as needed.

Bare Metal To recover anentire (o Boot the target machine using the Veeam Recovery Media.
Recovery physical machine from «  Choose "Bare Metal Recovery".
backup. L Connecttothe backup repository or point to the location of the

backup (e.g., external drive, NAS, cloud).
Select the backup and Restore Point.
Choose the Disk/Volume to restore.

Start the restore process and wait for it to complete.

Reboot the machine once the recovery is done.
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o Failover Procedure
1. Full Site Failover
If the whole MLM production site becomes unavailable because of a software or
hardware malfunction, the tenant can perform full site failover. In the full site failover
scenario, all critical VMSs fail over to their replicas on the cloud host one by one, as a
group.
Full site failover is performed in the following way:
¢ Starts cloud failover plan using Veeam Cloud Connect portal
s For each VM in the cloud failover plan, Veeam Backup & Replication detects its
replica. If some VMs in the cloud failover plan have replicas that are already in
the Failover or Failback state, Veeam Backup & Replication suggests that they are
processed with the cloud failover plan.
e The replica VMs start in the order they appear in the cloud failover plan within
the set time intervals.
¢ \eeam Backup & Replication starts the network extension appliance.
+« Veeam Backup & Replication configures the network extension appliance so
that it acts as a gateway between the VM replica network and external networks
allowing VM replicas to communicate to the internet.

2. Partial Site Failover

If one or several production VMs become corrupted, but the rest of the production site,
including the most critical VMs and Veeam Backup & Replication infrastructure, remain
operative, the MLM can perform partial site failover. With partial site failover, MLM

quickly recovers a corrupted VM by failing over to its replica on the cloud host.

To establish a secure connection and enable communication between production VMs
and VM replicas on the cloud host after partial site failover, Veeam Backup &
Replication uses paired network extension appliances (NEA) deployed on the DR site
and SITA.

The partial site failover process contains several additional steps regarding the use of
network extension appliances on the DR site and SITA:
e MLM starts the partial site failover process for a VM in the Department's Veeam
Backup & Replication console.
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e Veeam Backup & Replication rolls back the VM replica on the cloud host to the
required restore point. To do this, it reverts the VM replica to the necessary
snapshot in the replica chain.

* Veeam Backup & Replication powers on the VM replica. The state of the VM
replica is changed from Normalto Failover. If the original VM still exists and is
running, the original VM remains powered on.

e Veeam Backup & Replication powers on the network extension appliance VM
on the cloud host and configures network settings on the appliance:

a. Start a VPN server on the network extension appliance to establish a
secure VPN tunnel through the cloud gateway to the appliance on the
MLM side.

b. Configure Proxy ARP daemon on the appliance so that the appliance
can receive from the VM replica ARP requests addressed to production
VMs on the source host and send them to the tenant network extension
appliance through the VPN tunnel.

e \eeam Backup & Replication temporarily put replication activities for the original
VM on hold (until the VM replica returns to the Normal state).

a. Starts a VPN client on the network extension appliance and connects to
the VPN server on the network extension appliance on the SP side to
establish a secure VPN tunnel through the cloud gateway.

b. Configures Proxy ARP daemon on the network extension appliance so
that it can receive ARP requests from production VMs addressed to the
VM replica and send them to the network extension appliance on the SP
side through the VPN tunnel.

+ Al changes made to the VM replica while it is running in the Failover state are
written to the delta file of the snapshot, or restore point, to which you have
selected to roll back.

¢ VMs on the MLM side communicate to the VM replica on the cloud host through
the secure VPN tunnel that is set between network extension appliances.

3. Post-Disaster: Failback

After the disaster, the department can perform a failback procedure. A failback operation
is the next step after a failover; it transfers all the changes that took place while the VM
replica was running to the original VM. The failover workload to its original infrastructure
or, if necessary, a new one.

Failback to production is a temporary stage that should be further finalized. After the
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recovered original VM is tested and confirmed working without problems, failback can be

committed. A tenant also has an option to undo failback and return the VM replica to

the Failover state.

Appendix 2 - Key Personnel — DR Team

Management) Team
Lead

Role Appointed Person Name Contact Details
OHS OHS Officer Mr S. Ntshinga 066 484 5934
ICT DR Team Lead ICT Manager Mr S. Gobinca 082 564 8939
ICT Network ICT Network Administrator | Ms C. Mapetshana 070 423 6593
infrastracture

Applications and ICT System Administrator | Ms N. Mateza 082 436 9981
Systems

Communications Manager Communication | Ms B. Mangqwanti 083 237 4184
Team Lead

SCM (Supply Chain Supply Chain Manager Ms A. Mbebe 072 399 8951

HR Team Lead

Human Capital Manager

Ms N. Turwana

082 564 8908

Facilities Team Lead

Manager Facilities

Mr X. Susela

063 691 0257

Finance Team Lead

Finance Manager

Mr B. September

072 381 3472

Appendix 3 — Operational Equipment

The table below shows equipment used during normal operations and equipment to be used during

disruptions.

No. of
(Laptops)

Workstations | & 2

Connection to LAN

VPN Connection

Others (please specify)

Telephone

Desks 5

Chairs )

e B e |
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Laptop/workstation Configuration

The table below shows applications that need to be installed on MLM's laptops during the recovery

process.

Director IT Support Windows 11 Pro or latest version installed
o Operating System installed

e Anti-Virus Installed

* MS Office Installed

+ Connect to the Network or Domain

e Adobe reader

e Connect to the printer

Appendix 4 - Incident Response Plan

1. Summary

The purpose of this IRP is to establish a structured approach for detecting, responding to, and
recovering from cybersecurity incidents within MLM. The IRP ensures that cybersecurity threats are
managed effectively to minimize their impact on municipal operations, data integrity, and service
delivery. The goal is to ensure swift containment, eradication, and recovery of incidents while
maintaining compliance with government policies and ICT security best practices.

This plan applies to all MLM employees, contractors, and third-party vendors who have access to the
department's IT infrastructure, applications, and data. It provides clear guidelines for reporting,
responding to, and mitigating security incidents.

2. Incident Response Team (IRT)
2.1 Roles and Responsibilities
The Incident Response Team (IRT) is responsible for responding to and managing
cybersecurity incidents. The following roles are critical to the effectiveness of the IRT:

Role Responsibilities

Incident Response Manager s Oversees the entire response process.
¢+ Coordinates communication between

technical, legal, and executive teams.

o Ensures timely escalation and resolution of
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incidents.

Technical Lead e Analyses the technical aspects of the
incident.

¢ Implements containment, eradication, and
recovery strategies.

¢ Ensures security measures are enforced to
prevent recurrence,

l.egal & Compliance Officer « Ensures adherence to regulatory and legal

requirements

¢ Advises on compliance with national
cybersecurity laws and policies.
e Facilitates coordination with external

agencies when required.

Communication Coordinator ¢ Manages internal and external
communication.

s Provides accurate and timely updates to
stakeholders.

¢ Coordinates media statements and public

relations where necessary.

3. Incident Response Phases
3.1 Preparation
» Implement security controls, such as firewalls, antivirus software, and intrusion
detection systems.
« Conduct regular security awareness training for MLM employees.
» Develop and maintain incident response documentation, inciuding playbooks and contact
lists.
« Test incident response procedures through tabletop exercises and simulations.
3.2 Identification

Continuously monitor 1T systems to detect potential security breaches.

Identify incidents based on system logs, security alerts, or user reporis.

Ciassify incidents based on severity levels (Low, Medium, High, Critical).
e Document incident details, including time of detection, affected assets, and potential impact,
3.3 Containment

Isolate affected systems to prevent further damage.

Apply patches, disable compromised accounts, and strengthen security controls.

Maintain evidence integrity for future learning.
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3.4 Eradication

e ldentify the root cause of the incident.

« Remove malware, unauthorized access, or vulnerabilities.

» Apply security patches and updates.

» Strengthening security policies and configurations.
3.5 Recovery

+ Restore affected systems and data from backups.

« Validate the integrity of restored systems.

« Monitor for any signs of recurring threats.

s Resume normal operations in a controlled manner.
3.6 Lessons Learned

¢« Conduct a post-incident review.

» identify gaps and areas for improvement.

« Update policies, procedures, and security controls based on findings.

e Train employees in lessons learned.

4, Incident Response Metrics and Reporting

To measure the effectiveness of the IRP, key performance indicators (KPIs) will be tracked, including:

¢« Time to Detect (TTD): The duration from when the incident occurs to when it is

identified.

« Time to Respond (TTR): The time taken from detection to initiating a response.

+ Time to Recover (TTR): The time required to restore affected services to normal

operations.

Regular reports will be presented to executive leadership for strategic decision-making and process

improvement,

5. Continuous Improvement

+ Schedule regular reviews of the IRP to ensure alignment with evolving cybersecurity threats.

» Conduct ongoing security training and awareness sessions.

+ Adapt response strategies to emerging threats and technological advancements.

o Foster a culture of cybersecurity awareness within MLM to strengthen resilience against cyber

threats.
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Appendix 5 — Damage Assessment Form

MBHASHE LOCAL MUNICIPALITY (MLM) DAMAGE ASSESSMENT FORM
Incident ID:
Date & Time.of Incident:

Location:
Reporied By:

Contact Details:

1. Incident Description
e Type of Incident: (e.g., Fire, Cyberattack, Power Failure, System Failure)

+ Affected Systems/Infrastructure:

* Impact on Operations:

2. Damage Assessment
» Extent of Damage: (Minor, Moderate, Severe, Critical)

¢ Affected Applications & Data:

e Estimated Downtime:

+ Potential Financiai Loss:

3. Immediate Actions Taken

* Containment Measures Implemented:

e« Recovery Steps [nitiated:

s External Assistance Required: (Yes/No)

4. Recommendations & Next Steps

e Additional Resources Needed:

s Mitigation Strategies for Future Prevention:

¢ Responsible Personnel:

Prepared By:

Designation:
Date:
Approved By:

Designation:
Date:
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Appendix 6 - Activation Criteria

The criteria listed below will guide in determining the level of impact on the organisation and the
requirement to activate disaster recovery procedures. Moderate and major levels of impact will cause
the activation of the recovery procedures.

LEVEL SCOPE IMPACT

|
Failure or downtime of multiple sstems Sn'rficant dela in operational tasks for MLM
or a critical application. departments.

Network disruptions across key office Affects several users or depariments.

locations or remote connections.

Recovery required within 24 hours,

involving DRP partial activation.

14. IMPLEMENTATION
This policy will be implemented on 1% July 2026
15. Reviewal

This policy will be reviewed annually.

e S e e e
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